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MASTER AGREEMENT #010726 
CATEGORY:  

  
 
This Master Agreement (Agreement) is between Sourcewell, located at 
202 12th Street Northeast, Staples, MN 56479 (Sourcewell) and Masabi LLC, 1330 Avenue of the 
Americas, Suite 23A, New York, NY 10019 (Supplier). 
  
Sourcewell is a State of 

 a C Purchasing Program to eligible 
.  

  
Under this Master Agreement entered with Sourcewell, Supplier will provide  to 

C Purchasing Program. 
 

 
 

 

 

ubject, 
.  

 
1)  Pursuant to Minnesota law, the Sourcewell Board of Directors has authorized 

Purchasing Program designed to provide P
agreements. To facilitate the Program, Sourcewell has awarded Supplier this 

herein. 
 
2)  

 
 
3)  C Purchasing Program Master Agreements are 

. 
C Purchasing P

 
 
4)  

les and service forces about 

. For the avoidance of doubt, Supplier has the right to 
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elect to not  

 
 
5)  

Time on April 8, 2030  
 

1.  Sourcewell and Supplier may agree to up to three (3) -
beyond the original four-year term. The total possible length of this Agreement will be seven (7) 

 
 

2.  
 

 
6)  

between 
 

 
7) RFP #010726 

 
 

1. Sourcewell is seeking proposals for Transportation Services Payment Solutions. Awards under this 
solicitation for Transportation Services Payment Solutions will be in two (2) categories.  

 
 

(b)  
i. Fare collection devices and technology solutions, such as, 

1. Validation and ticketing devices; 
a. Mobile and on-board validators; 
b. Fare gates; 
c. Standalone validators; 
d. Ticket vending machines; 

2. Mobile payment collection systems; 
a. Contactless card readers; 
b. Digital wallet readers; 
c. QR code validators; 

3. Validation inspection devices; 
a. Handheld validators; 
b. Biometric devices; 
c. Fare inspection apps; 

4. Related fare media, such as data processing and communication devices 
 

ii. Mobile Pay-As-You-  
i. Payment service provider integration; 

ii. Fare calculation capabilities; 
iii. Fare capping and post-payment models; 
iv. Financial reporting; 
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v. Fraud detection and prevention; 
vi.  

vii. Automatic journey detection via smart devices. 
 

iii. Complementary Transportation Services Payment Solutions back office, account 
 

i. Account management interfaces for entities and end users, including mobile 
applications; 

ii. Real-time transaction monitoring and reporting; 
iii. -user intake and sign-up services; 
iv. Marketing and advertising of program services; 
v. Advertising revenue services; 

vi. Data analytics and performance analysis; 
vii. Customer service and support for all stakeholders; 

viii. Regulatory compliance services; 
Facilitation, generation, and support of periodic reporting for standard and 
custom reports;  
Training programs and materials for all stakeholders; and, 
Integration of payment solutions and access for use of transportation services 

micro-mobility. 
 

iv. Proposals in Category 2 may include complementary products and services from Category 
1 if their  

 
8)  to the above referenced RFP is incorporated into this Master 

.  
 
9)  

.  
 
10)  tables) for all Included 

 
 
11)  

with Sourcewell 
from 

.  
 
12)  process is included within its Proposal.  

13) : 

a.  Supplier represents and warrants it will provide all Included 
this Agreement in full compliance with applicable federal, state, and local laws and 
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b.  

from Supplier.  
 
c.  Supplier warrants that all Included 

Agreement are free from liens and encumbrances, and are free from material defects in 

for and will perform in accordance with the ordinary use for which they are intended.  
 
14)  

Supplier has disclosed all current and completed bankruptcy proceedings within the past seven years 
if it enters a bankruptcy 

 
 
15)  

from programs operated by the State of Minnesota, the United States federal government, or any 

warrants that it will p
 

 
16) -

 

, all references to “federal” should be interpreted to mean the United 

Included  
 

a.  
agreements 

- -1.4(b), in 
319, 

-
 and 

clause is incorporated herein by reference. 
 
b. - -  

-
-Bacon Act (40 U.S.C. 

-3144, and 3146-3148) as supplemented by D
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tractors must be 
-

-

-Ki

Grants from the United States”). The Act provides that each contractor or subrecipient must 

-fe
-

Bacon Act provisions. 
 
c. -  

applicable, all contracts awarded by the non-
the employment of mechanics or laborers must include a provision for compliance with 40 

wages of every mechanic and laborer on the basis of a standard work week of 40 hours. 

 of supplies, materials, or 

transmission of intelligence. This provision is hereby incorporated by reference into this 
f an award for all Agreements by 

 
 
d.  If the federal award 

nment or performance of 

Inv

Agr
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e. -
-  

-federal award to agree to comply with all applicable standards, orders or 
- 

- 
tal 

 
 
f.  A contract award 

agencies, 

debarred, suspended, proposed for debarment, declared ineligible, or volunt
 

 
g. -  

ployee of Congress, or an employee of a 

bying with non-federal 

-
-Lobbying Amendment 

 
 
h.

 
 

 
i.  

 

j.  
with all applicable provisions of the Buy American Act. Purchases made in accordance with 
the Buy American Act must follow the applicable procurement rules calling for free and open 
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k.  Supplier agrees that duly authorized 

this Agreement for the purpose o

 
 
l. A non-

 consistent with 

 
 
m.  The Supplier cannot use the seal(s), logos, crests, or 

-approval.  
 
n.  The U.S. federal government is not a party to 

he Agreement or any purchase by an authorized user.  
 
o.  The 

 
 
p.  -

 
 

 

interest 

 
 
r.  The Supplier, and its subcontractors, must comply with U.S. 
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s.
 

 
 
t.  

 
 
 

 
 

 

 
 
1)

 
 
2)  changes, 

 
 

 
 

 

 
 

this Agreement and will be incorporated by reference.  
 
3)  

 
Maintenance and management of this Agreement; 

 
 

 
.  

 
4)  Supplier will perform a minimum of one review with Sourcewell per 
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 chain issues, customer issues, and 
 

 
5)  

provide complete and accurate 

this Agreement.  
 
6)  

ch calendar 

ales were made).  

 
 

 
 

 
 

Account Number; 
 

 
 

 
 

If collected by Supplier,  
 

 
 

 
7)  

in its proposed pricing. 
 

 
8)  

 For certain categories, a  may be 
proposed. one per cent (1%) of all Charges set out in the 
Proposal.  

 
9)  

-assigned Agreement 
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number in the memo; and must be either mailed to Sourcewell 

 
 
10)  Sourcewell reserves the right to seek all remedies available at law for unpaid or 

payments

future Agreements.  
 
11)  Pursuant to Minn. Stat.  16C.05, subdivision 5, the books, records, 

and 

ance of 
 

Sourcewell. 
 
12) Supplier may not assign or otherwise transfer its 

consent will not be unreasonably withheld. Sourcewell reserves the right to unilaterally assign all or 

Responsible Party and named in the Agreement. Any prohibited 
 Sou

-material updates as 
determined  

 
13)  

.  
 
14)  Failure by Sourcewell to enforce any right under this Agreement will not be deemed a waiver 

right.  
 
15)   for 

 
 
16)  This Agreement does not create a partnership, joint 

-servant, or 
principal-agent.  

17) Supplier must indemnify, defend, save, and hold Sourcewell, including their agents 
and employees, harmless from any direct losses incurred as a result of any third party claims or 

l, arising out of any act 
or omission in the performance of this Agreement by the Supplier or its agents or employees; this 
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(a)   
 
(b)  Sourcewell provides reasonable co-

 
 

half. 
 

Statutes Chapter 466) and other applicable law. 
 

 
18.1  
(a)  
(iii)

SUBCONTRACTORS; 
(iii)  
(iii)  
(b)

 
 

18.2
 

(a)

 
(b)  
(c)  
(d)

 
 

 
 

18.3

 US DOLLARS (USD 100,000). 
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18.4
rights or remedies provided by the common law. 
 

18.5
unlawful or negligent act or omission of the other party caused or contributed to the relevant 
liability or to the act or circumstance giving rise to the liability. 

 
18.6 A party which incurs a loss under an Agreement must take reasonable steps to avoid or 

minimize the loss. 
 
 
19)  Supplier and Sourcewell acknowledge Sourcewell is subject to the Minnesota 

irements of this 
chapter.  

 
20)  

a)  
i)  Sourcewell grants to Supplier a royalty-free, worldwide, non-

Agreement with Supplier. 
 

ii)  Supplier grants to Sourcewell a royalty-free, worldwide, non-

Sourcewell. 
 

b)  The right and license granted herein includes a limited right of each 

 b
sublicensees.  

 
c)  

i)
.  

 
ii)

g misuse under 

 
 

d)  
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-printed catalog of 

r dispose of it according to 
 

 
21)  

laws of the State of Minnesota will govern this Agreement between Sourcewell and Supplier. Venue 
for all legal proceedings arising out of this Agreement between Sourcewell and Supplier will be in 

 
.  

 
22)  

provision. If the remainder of this Agreement is capable of be
 

 
23)  

the performance of this Agreement with insurance company(ies) licensed or authorized to do 
- verage and 

 
 

a)  
with coverage on an occurrence basis, and must be subject to terms no less broad than the 

valent. At a minimum, coverage must include liability arising from premises, 
-completed 

tual liability, blanket contractual liability, and 

be maintained during the term of this Agreement. 
000,000 each occurrence Bodily Injury and Property Damage 
0  

-  
 

 
b)  

Sourcewell, 20 provided to in an 

authorized by the insurer(s) to bind coverage on their behalf. Failure of Supplier to maintain the 
 

 
c) -  Supplier 

formed by or on behalf of Supplier, and products 
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-  

d)  

ble to 
-insured 

 

e) -  Agreement can 

policy(ies), or self-  
 
24)  Sourcewell or Supplier may terminate this Agreement upon 60 

any 

 
 
25)  

alendar days 

any 
 

 
 

 
 

 
.  

 
1)  

s 
 .  

 
2)  

 and other relevant terms 

non-
 

terms may include, but are not l
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3)  -

-  
 
4)  

y. 
 
5)  

agreed . In any 

Sourcewell account number.  
 
6)   

terms may supplant or supersede this Master Agreement when necessary and as solely determined 

within this Master Agreement, 
-

majeure, and other material terms as mutually agreed.  
 
7)  

agreement to facilitate long-

beyond the full term of this Master Agreement 
.  

 
8)  
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           Sourcewell                     Masabi LLC 
 
 

  
  

 Sr. Vice President of Sales 
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  STRICTLY PRIVATE & CONFIDENTIAL – SUBJECT TO CONTRACT 

 
Masabi LLC - Standard Terms for Justride SaaS and Validators – March 2026

 

Masabi’s Standard Terms of Service for Justride SaaS and Validation Hardware

MASABI LLC (1)

and

[insert Agency Customer name] (2)

SOFTWARE AS A SERVICE AND HARDWARE 
AGREEMENT
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This Agreement is effective as of [insert] [202[X]] (the “Effective Date”)

PARTIES

(1) MASABI LLC, a Delaware Limited Liability Company whose principal office is at 
1330 Avenue of the Americas, Suite 23A, New York, NY, USA ("Masabi"); and

(2) [insert Agency Customer name and details] (the “Customer”)

Each a “Party” and together the “Parties”.

INTRODUCTION

A Masabi has developed a variety of proprietary fare collection technologies, including the Justride™
Platform, which it makes available on a software as a service basis. 

B The Customer wishes to utilize certain of these technologies and services to assist it in developing 
and operating a fare collection solution.  The Customer has selected Masabi to provide Masabi’s 
Justride™ Ticketing platform and Validation Hardware devices. Masabi is willing to provide, and the 
Customer has agreed to receive and pay for Masabi’s Justride™ Ticketing platform and Validation
Hardware devices pursuant to (and on the terms and conditions of) this Agreement. 

C This Agreement governs the provision and use of (i) the Services; (ii) licensed access to the 
Justride™ Platform; and (iii) the Validation Hardware (if any) (each as defined below), provided and 
made available to the Customer by Masabi pursuant to this Agreement. 

D In addition, the Parties have agreed that Masabi will act as merchant of record for the sale of the 
Customer’s Tickets via the Justride™ Platform. [Note: Amend as required to reflect the terms 
of Masabi's Proposal i.e. whether Masabi or the Agency is MoR.]

IT IS AGREED THAT:

1 INTERPRETATION

1.1 In this Agreement the following words shall have the following meanings:

"Additional Services" means (i) any services in addition to the Platform Services, including ad-
hoc support and maintenance, consulting services and custom development that, at Customer’s 
request (and with Masabi’s agreement), Masabi provides to the Customer from time to time; and (ii) 
implementing changes to the initially deployed configuration of the Justride™ Platform and/or Ticket
customization that may be agreed between the Parties in accordance with clause 17 of this 
Agreement.  In addition to the agreed Charges, all Additional Services shall be priced and charged 
using the Rates, together with all reasonable and proper travel and subsistence expenses incurred 
in the performance of the Additional Services, all as notified to the Customer in writing in advance 
of such reasonable and proper expenses being incurred;

"Agreement" means this written agreement and includes the Schedules to it (as varied in writing
between the Parties from time to time); 
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“API” means the application programming interface;

“App” or “Justride™ Retail Mobile App” means the component of Masabi’s Justride™ Platform 
that is a white-labelled mobile application, which is provided to the Customer and branded for the 
Customer for the purpose of selling Tickets to End Users;

"Applicable Laws" means, with respect to any person, property, transaction, event or other matter, 
any laws, rules, statutes, regulations, orders, judgments, decrees, treaties or other requirements 
having the force of law applicable in [insert as agreed with Customer] and relating to or applicable 
to such person, property, transaction, event or other matter;

 “Authorized User(s)” means the Customer employees who are authorized by the Customer to 
access the Justride™ Platform; 
"Business Day" means a day other than a Saturday, Sunday or a public holiday in England and 
Wales or in the place in which a Party's obligation is to be performed or in which a notice under this 
Agreement is received; 
"Chargeback" means a way to request a refund for a debit or credit card purchase that went wrong.  
A chargeback is a charge that is returned to a payment card after an End User successfully disputes 
an item on their account statement or transactions report; 
"Charges” means the charges payable for the Services, as set out in or calculated in accordance 
with Schedule 2 (Charges) (as varied from time to time in accordance with this Agreement); 

“Claim” means any claim, demand, action or legal proceeding;

"Confidential Information" means all information in any form that a reasonable person in the 
position of the recipient would consider to be of a confidential nature (regardless of whether or not 
it is marked as confidential), including software, computer programs, codes, technology, test data, 
architectures, hardware configuration information, algorithms, formulas, processes, ideas, 
inventions, discoveries, concepts, prototypes, designs, drawings, engineering, schematics and 
other technical, business, financial and present or future products or services, and services and 
product development plans, forecasts, customer lists, current and anticipated customer 
requirements, strategies or other information, but does not include the Excluded Information with 
effect from the date that it becomes Excluded Information. For the avoidance of doubt, all of the 
object and source code to any software and all software design documents and APIs and/or SDKs 
provided by Masabi to the Customer from time to time (and all information derived from them) and 
any technical details relating to the Justride™ Platform and/or the Validation Hardware and/or the 
Services shall be treated as forming part of Masabi’s Confidential Information and the Customer 
irrevocably agrees that such information and any Masabi Data shall never be considered to be 
"Excluded Information";
“Contactless Fare” means a fare payment for Customer transportation services by simply tapping 
a contactless payment card, or payment card added to a mobile wallet (e.g. Apple Pay), on a reader 
without needing to insert it or swipe it; essentially, a "tap-and-ride" fare - all as processed by 
Masabi’s Justride Platform;  
"Customer Data" means the data inputted by the Customer, Authorised Users and/or End Users 
in the course of using the Services;
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"Documentation" means the standard user documentation that is identified in writing as such by 
Masabi and is made available to the Customer by Masabi from time to time, which sets out a 
description of the elements/functionality of the (i) Justride™ Platform to which it relates; and/or (ii) 
Validation Hardware.  However, any advertising or other promotional material in respect of the 
Justride™ Platform and/or Validation Hardware is not Documentation; 
“Early Termination Charges” means i) fifty percent (50%) of the Fixed Fees as set out in Schedule 
2 (Charges) for the remainder of the Term; and ii) an amount equal to fifty percent (50%) of Masabi’s 
expected Transaction Revenue Share (calculated using the Customer’s annual gross fare revenue 
in the twelve months preceding termination) for the remainder of the Term;
“End Users” means a person (i.e. passengers) (i) to whom Masabi shall retail Tickets from time to 
time via the consumer mobile application known as Justride (the “App”) or such other apps as 
Masabi shall specify to the Customer from time to time; and/or (ii) who purchases a Contactless 
Fare;
"Excluded Information" means information which the receiving Party can prove:
(a) is or becomes publicly known through no default or breach of this Agreement by the receiving 

Party;
(b) was or becomes lawfully known to the receiving Party without any confidentiality obligation 

from a source other than the disclosing Party who itself obtained it without any confidentiality 
obligation; or 

(c) is developed by the receiving Party independently of the disclosing Party or the disclosing 
Party's Confidential Information.  

In order to avoid any doubt, however, the Parties irrevocably agree all of the object and source code 
to any software and all software design documents and APIs and/or SDKs relating to the JustRide™
Platform and/or the Validation Hardware and/or the Services and/or the Masabi Data shall never be 
"Excluded Information" regardless of whether or not any of the criteria in (a) to (c) above are ever 
met. 
“Gross Ticket Revenue” has the meaning set out in clause 9.2; 

“in-App End User Terms” means the terms for download, license and use of the Justride™ Retail 
Mobile App for purchase of Tickets, as finally decided by Customer but must include provisions that 
are materially in the form of (and shall include the blue highlighted sections of) the End User T&Cs 
set out at Schedule 6 (in-App End User Terms);

"Initial Period" means the initial period of this Agreement as stated in Schedule 1 (Justride™ 
Platform, Validation Hardware and Services); 
“Insolvency Event” means the happening of any of the following events:

(a) an order is made that a body corporate be wound up;
(d) an order appointing a liquidator or provisional liquidator in respect of a body corporate is 

made;
(e) except to reconstruct or amalgamate while solvent on terms consented to by the other Party

acting reasonably, a body corporate enters into, or resolves to enter into, a scheme of 
arrangement or composition with, or assignment for the benefit of, all or any class of its 
creditors, or it proposes a reorganisation, moratorium or other administration involving any 
of them;
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(f) a body corporate resolves to wind itself up, or otherwise dissolve itself, or gives notice of 
intention to do so, except to reconstruct or amalgamate while solvent on terms approved by 
the other Party acting reasonably or is otherwise wound up or dissolved;

(g) a body corporate is or states that it is insolvent;
(h) as a result of the operation of applicable Law, a body corporate is taken to have failed to 

comply with a statutory demand;
(i) a body corporate is, or makes a statement from which it may be reasonably deduced by the 

other Party that the body corporate is, the subject of an insolvency event under applicable 
Law;

(j) a body corporate takes any step to obtain protection or is granted protection from its 
creditors, under any applicable legislation or an administrator is appointed to a body 
corporate;

(k) a resolution is passed to appoint an administrator or an administrator is appointed to a body 
corporate; or

(l) anything analogous or having a substantially similar effect to any of the events specified 
above happens under the Law of any applicable jurisdiction;

"Intellectual Property Rights" means copyright, rights related to or affording protection similar to 
copyright, database rights, patents and rights in inventions, semi-conductor topography rights, trade 
and service marks, logos, rights in internet domain names and website addresses and other rights 
in trade or business names, design rights (whether registerable or otherwise) and registered 
designs, know-how, trade secrets and moral rights and other similar rights or obligations together 
with applications for registration and the right to apply for registration and all other rights whether 
registerable or not having equivalent or similar effect in any country or jurisdiction and the right to 
sue for passing off in each case which may subsist or come into existence from time to time;
“Justride™ Hub” means Masabi’s responsive web back-office also known as the ‘Hub’ which 
offers its customers a self-service consumer-grade user experience for securely operating the 
Justride™ Platform. Hub functionality encompasses tariff administration, customer services 
handling, all types of fare media, tariff setup, validation device management, reporting and analytics;
"Justride™ Platform" means all components of Masabi’s Justride™ cloud-based transit fare 
payments software platform (IT systems and software - known as ‘the Justride™ Platform’) as 
detailed in Schedule 1 (Justride™ Platform, Validation Hardware and Services) and including the 
Justride™ Hub and the Justride™ Retail Mobile App, and where applicable the Justride™ Retail 
SDK, the Justride™ Validation Mobile Software, Justride™ Validation Mobile SDK and/or the 
Justride™ Validation Embedded Software, as described in Masabi’s Proposal and set out in 
Schedule 1 (Justride™ Platform, Validation Hardware and Services) deployed to and configured for 
the Customer;
“Justride™ Retail SDK” means the SDK (for selling Tickets) and which can run on iOS and 
Android;  
“Justride™ Sales Channels” means all different sales options from where End Users purchase 
or use Customer’s Tickets enabled or managed by the Justride™ Platform, such as the Justride™
Retail App, the Justride™ Retail SDK, the Web Portal, or any other sales channel, as agreed in 
writing between the Parties; 
“Justride™ Validation Embedded SDK” means the ‘Validation’ embedded SDK for third party 
hardware for inspecting or validating Tickets and which runs on Android or Linux;
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“Justride™ Validation Embedded Software” means a software component of Masabi’s 
Justride™ Platform that is used to confirm the validity of Tickets  used by End Users when travelling 
on Customer’s transport service, and which runs as a software layer on validation hardware devices 
with suitable operating systems (presently Linux) or as an SDK (the Justride™ Validation Mobile 
SDK presently running on Linux only) and that complies with the minimum hardware specifications 
(to be advised by Masabi from time to time); 
“Justride™ Validation Mobile SDK” means the ‘Validation’ SDK for inspecting or validating 
Tickets on mobile devices which runs on Android;
“Justride™ Validation Mobile Software” means a software component of (and set of APIs for) 
Masabi’s Justride™ Platform that is used to confirm the validity of Tickets used by End Users when 
travelling on the Customer’s transport service and which runs as an enterprise application on any 
handheld mobile device running iOS or Android, or as an SDK (the Justride™ Validation Mobile 
SDK) running on Android only. The Justride™ Validation Mobile SDK enables third party providers 
to integrate the Justride Platform validation capabilities into their third-party apps.  
“Licensed Accessible Products” has the meaning given in clause 6.1 of this Agreement;

"Masabi Data" is defined in clause 4.1.
“Masabi Hardware Warranty Plan” means the hardware warranty plan as set out in Schedule 5 
(Masabi Hardware Warranty Plan);   
“Masabi’s Proposal” means Masabi’s written proposal submitted in response to the RFP for 
Purchase and Implementation of [insert name of Project];
“Masabi’s Revenue Share” has the meaning set out in clause 9.2;  
"Merchant of Record" means a third-party entity that is authorized, and held liable, by a financial 
institution to process a cardholder's credit and debit card transactions and manages transactions 
for a business in relation to those cardholders; 
“Net Revenue” has the meaning set out in clause 9.2;
“Non-Contactless” means any transactions processed by the Justride Platform that are not 
Contactless Fares.

“Payment Processing Fees” means the following Non-Contactless and Contactless Fare 
transactions payment processing fees that Masabi (as Merchant of Record) charges the Customer
(and are payable by the Customer) on the following basis:

(i) third-party payment processing fees i.e. payment scheme and issuing bank fees, including 
(but not limited to) interchange and assessment fees, and other such fees as set and 
charged by the Card issuers and/or Card payment system operators (e.g., Mastercard, 
VISA, Amex and Discover) (collectively the “Wholesale Payment Processing Fees”) , 
directly related to the services and passed through to the Customer at cost. The Wholesale 
Payment Processing Fees are made up of both fixed and variable rates and may vary 
based on card type, transaction volume, transaction size, level of chargebacks and any 
future changes in rates as set by Third Parties; together with;

(ii) seven (7) cents (USD), per authorization fee covering gateway and acquiring services.

“Permitted Deductions” has the meaning set out in clause 9.2;
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"Platform Services" means the services of configuration and implementation of the Justride™
Platform described under the title ‘Platform Services’ in Schedule 1 (Justride™ Platform, Validation 
Hardware and Services);

“Pre-existing IP” means Intellectual Property Rights of a Party, including underlying know-how, 
ideas, concepts, techniques, methodologies, and processes:
(a) that were owned by or licensed to that Party prior to the Effective Date; or
(b) that are created by or on behalf of that Party, or licensed to that Party, independently from 

this Agreement. 
To avoid any doubt, any modification or improvement of Masabi's Pre-existing IP at any time will 
form a part of Masabi's Pre-existing IP; 
“Premises” means the location agreed between the Parties at which the Validation Hardware is to 
be delivered;
"Rates" means Masabi’s then standard time and materials rates as set out in Schedule 2 (Charges) 
(as varied from time to time in accordance with this Agreement), or if not set out in Schedule 2 
(Charges), as provided to the Customer on request from time to time;

“SDK” means Masabi’s Software Development Kit(s);  
"Services" means the services provided or to be provided under this Agreement (as the case may 
be) and which shall comprise the Platform Services and the Additional Services (if any); 
“Scope of Support Services Document” means Masabi's support services (and service level 
agreement) for the Services and for the Justride™ Retail Mobile App (the app support being in-App 
support) set out in Schedule 3 (Masabi SLA and Support Services), as amended by subsequent
notification to the Customer from time to time. Schedule 3 provides a description of the Masabi 
‘Incident Support Management’ process and the service level agreements (SLAs) for Masabi to 
respond and resolve critical incidents;
“Support Services” means the support services to be provided in accordance with the provisions 
of the Scope of Support Services Document;
“Term” has the meaning set out in clause 2 (Duration); 

“Territory” means the [insert the Country//State/Province/City/Public Transport system where 
Services will be provided for this Customer] and any other municipality or administrative area as 
agreed by the Parties in writing;
“Ticket” means a ticket, pass, token, voucher, or similar mechanism issued using the Justride™ 
Platform which can be used to redeem transportation services from the Customer;
“Transaction” or “transaction” means the issuance of a Ticket using the Justride platform, 
including the purchase or issuance of a ticket or pass, the use of stored value funds associated with 
an account-based token, and/or the use of a contactless credit card or digital payment wallet;

"Update(s)" means a software release that fixes known bugs and maintains the functionality of the 
Justride™ Platform as deployed to and configured for the Customer; 
“Validation Hardware” means the Justride™ electronic validation unit (and quantities) as 
described in under ‘Equipment’ in Schedule 1 (Justride™ Platform, Validation Hardware and 
Services), and any further or other Justride™ electronic validation units as agreed by the Parties in 
writing from time to time; 
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“Validation Hardware IAT Procedure” means the Masabi Generic Validation Hardware 
Installation Acceptance Test (IAT) Procedure set out at Schedule 4;
“Validation Hardware PCI Compliance Plan” means the Masabi Hardware Payment Card 
Industries (PCI) Hardware Compliance Plan set out at Schedule 7;
"Virus" means any thing or device (including any software, code, file or programme) which may: 
(a) maliciously prevent, impair or otherwise adversely affect the operation of any computer software, 
hardware or network, any telecommunications service, equipment or network or any other service 
or device; (b) maliciously prevent, impair or otherwise adversely affect access to or the operation of 
any programme or data, including the reliability of any programme or data (whether by maliciously 
re-arranging, altering or erasing the programme or data in whole or part or otherwise); or 
(c) adversely affect the user experience. The term "Virus" includes worms, trojan horses, viruses 
and other similar malicious things or devices. However the term "Virus" does not include any 
software, device, measure or thing that is intended to protect Masabi's legitimate rights; and 
“Warranty Period” has the meaning set out in clause 7.6.

1.2 The interpretation and construction of this Agreement shall be subject to the following provisions:
(a) the words "include", "includes" "including" "for example" and "in particular" and words of 

similar effect shall be construed as if they were immediately followed by the words "without 
limitation";

(b) where the context so admits the singular shall include the plural and vice versa;
(c) references to any person shall include natural persons and partnerships, firms and other 

incorporated bodies and all other legal persons of whatever kind and however constituted 
and their permitted assigns or permitted transferees;

(d) references to any statute, enactment, order, regulation, code, official guidance or other 
similar instrument shall be construed as a reference to the statute, enactment, order, 
regulation, code, official guidance or instrument as amended or replaced from time to time 
by any subsequent enactment, order, regulation, code, official guidance or instrument 
(whether such amendment or replacement occurs before or after the date of this 
Agreement); 

(e) references to any statute or statutory provision shall include a reference to any subordinate 
legislation made under it;

(f) references to any document or agreement (including this Agreement) or any part of it shall 
include reference to such document or agreement (or the relevant part of it as the case may 
be) as amended, extended or replaced from time to time;

(g) any obligation on a Party not to do something includes an obligation not to allow that thing 
to be done;

(h) headings and the table of contents are inserted for convenience only and shall not affect the 
construction or interpretation of this Agreement; 

(i) no provision of this Agreement will be interpreted against a Party merely because that Party
prepared that provision or contributed to its drafting, or seeks to rely upon it; and

(j) references to clauses and schedules are to the clauses and schedules of this Agreement.
1.3 If there is any inconsistency or contradiction arising between the terms and conditions of this 

Agreement and any of its Schedules and/or of any other document incorporated into this Agreement 
in accordance with its terms, then the terms and conditions of the document appearing earlier in 
this list shall control and take precedence.
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2 AGREEMENT TERM
This Agreement shall start on the Effective Date and shall remain in force, subject to clauses 13 
and 14, for the Initial Period. At the end of the Initial Period, it shall renew for successive 12 month 
periods (each a “Successive Period”), save that either Party may terminate this Agreement by 
giving at least ninety (90) days’ written notice to take effect on and from the end of the Initial Period 
or the Successive Period. The Initial Period and any Successive Period(s) shall collectively be the 
term of this Agreement (the “Term”).

3 SERVICES
3.1 In consideration for and subject to timely payment of the Charges and the other terms of this 

Agreement, Masabi shall provide to the Customer, from the Effective Date and throughout the Term: 
(a) access to and use of the Licensed Accessible Products as set out in clause 6 and any agreed 

implementation plan;
(b) the Platform Services; 
(c) the Support Services; and
(d) any requested Additional Services as agreed in writing by the Parties from time to time.

3.2 Masabi shall (i) display and list the Tickets on the App and resell the Tickets through the App and 
shall accept and process orders for and take payments for such Tickets through the App; and (ii) 
process and take payments for Contactless Fares (via cEMV transactions). If specified in writing 
in the Proposal, or if Masabi otherwise agrees in writing, Masabi shall accept and process orders 
for and take payments for such Tickets through the Justride™ Retail Mobile App as Merchant of 
Record. [Note: Amend as required to reflect the terms of Masabi's Proposal i.e. whether 
Masabi or the Agency is MoR.]

4 TRANSIT AGENCY DATA
4.1 The Customer shall own all right, title and interest in and to all of the Customer Data and shall have 

sole responsibility for the legality, reliability, integrity, accuracy and quality of the Customer Data.  
Masabi shall not use or copy the Customer Data other than for the purposes of providing the 
Justride™ Platform and Services under this Agreement. The Customer acknowledges and agrees 
that Masabi shall be entitled to generate analyses and meta-data from the use of the Justride™
Platform for the purposes of monitoring and improving the Justride™ Platform, developing new 
products, software and services, and for Masabi’s other business purposes (the “Masabi Data”).  
Masabi shall own all of the Intellectual Property Rights in the Masabi Data (which shall be 
considered the Confidential Information of Masabi) and shall be entitled to freely use and exploit it. 
Masabi shall ensure that the Masabi Data cannot be used to identify any individual and is only 
published in aggregated format in a manner that does not enable the Customer, or its Authorized
Users or End Users to be identified.

4.2 Masabi shall follow its archiving procedures for Customer Data as set out in Masabi's standard data 
back-up policies available on its customer web portal or in other such location Masabi may notify to 
the Customer from time to time.  In the event of any loss or damage to Customer Data, the 
Customer’s sole and exclusive remedy shall be for Masabi to use reasonable commercial endeavors 
to restore the lost or damaged Customer Data from the most recent back-up of such Customer Data 
maintained by Masabi in accordance with its archiving procedure. MASABI SHALL NOT BE 
RESPONSIBLE FOR ANY LOSS, DESTRUCTION, ALTERATION OR DISCLOSURE OF 
TRANSIT AGENCY DATA CAUSED BY ANY THIRD PARTY (EXCEPT BY THOSE THIRD 
PARTIES SUB-CONTRACTED BY MASABI TO PERFORM SERVICES RELATED TO TRANSIT 
AGENCY DATA MAINTENANCE AND BACK-UP IN THE COURSE OF THEIR PERFORMING 
THOSE SUB-CONTRACTED SERVICES). 
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4.3 Masabi shall, in providing the Justride™ Platform and Services, comply with its policies relating to 
the privacy and security of the Customer Data available on Masabi's customer web portal or other 
such location as Masabi may notify to the Customer from time to time. Masabi may amend such 
policies at any time and from time to time in its sole discretion.

4.4 If Masabi processes any personal data on the Customer's behalf when performing its obligations 
under this Agreement, the Parties record their intention that the Customer shall be the data 
controller and Masabi shall be a data processor, and in any such case:
(a) Masabi uses AWS servers located in the USA in order to provide the services offered by the 

Justride™ Sales Channels. However, Masabi personnel (employees and/or contractors) in 
locations outside the USA may access personal data for the purposes of supporting the 
Justride™ Platform and providing the Services.  The Customer acknowledges and agrees 
that the personal data may be accessed from outside of the country where the Customer
and/or the End Users are located for the purposes of supporting the Justride™ Platform and 
providing the Services, and for the purpose of Masabi performing its other obligations under 
this Agreement, subject to the terms of each End User’s agreement in the in-App End User 
Terms, which describe the location from which the personal data may be accessed; 

(b) the Customer must ensure that it is entitled to transfer the relevant personal data to Masabi 
so that Masabi can lawfully use, process and transfer the personal data in accordance with 
this Agreement on the Customer’s behalf. This includes ensuring 
(i) that the relevant third parties have been informed of, and have given their consent 

to, such use, processing, and transfer as required by all applicable data privacy
legislation;

(ii) Masabi shall process the personal data only in accordance with the terms of this 
Agreement and any lawful instructions reasonably given by the Customer from time 
to time; and

(iii) each Party shall take appropriate technical and organizational measures against 
unauthorized or unlawful processing of the personal data or its accidental loss, 
destruction or damage.  

5 SYSTEMS ACCESS & USE
5.1 Each Party shall take reasonable steps to minimise the risk of the transmission of Viruses from that 

Party’s systems to the systems of the other Party or its third-party contractors. 
5.2 Masabi shall not (and shall take reasonable steps to ensure that its staff and contractors do not) 

access or use the Customer’s IT systems or Customer Data other than to the extent reasonably 
required to enable Masabi to perform its obligations or exercise its rights under this Agreement.
However, Masabi shall be permitted to remotely access the Validation Hardware via a two-way (i.e.,
push/pull) transfer of information into/from the Justride™ Hub. 

5.3 The Customer shall not (and shall take reasonable steps to ensure that its Authorized Users and 
End Users shall not) access or use the Justride™ Platform other than as and to the extent 
reasonably required for the purposes of using the Services as anticipated by this Agreement.  

5.4 The Customer (i) shall use all reasonable commercial endeavors to minimise levels of fraud and/or 
Chargebacks in relation to the Tickets and Contactless Fares; and (ii) shall not (and shall use all 
reasonable commercial endeavors to procure that the End Users shall not) access or use the 
Justride™ Platform other than as and to the extent reasonably required for the purposes of using 
the Services as anticipated by this Agreement. “Reasonable commercial endeavors” includes (as a 
minimum):
(a) preventing access to the Justride™ Sales Channels by any End User upon Masabi informing 

the Customer in writing of suspected fraudulent activity by such End User;  
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(b) voiding Tickets where requested by Masabi from time to time where Masabi has a
reasonable suspicion of fraudulent activity; and

(c) placing warnings to End Users in the Justride™ Sales Channels End User Terms of the 
potential consequences of suspected fraudulent activity (as set out in in clauses 5.4(a) and 
(b) above), in relation to access to and use of the Justride™ Sales Channels and Tickets, 

provided that nothing in this clause 5.4 requires the Customer to do anything that contravenes any 
Applicable Laws (which, for the avoidance of doubt, includes [insert the Customer’s country e.g.
USA or Canada] consumer law).

5.5 Masabi shall be entitled to suspend or restrict access to the Justride™ Platform in whole or in part 
at any time without liability to the Customer where:
(a) Masabi reasonably considers that this is necessary to protect the Justride™ Platform or the 

data held on it or the systems of any customer of Masabi; 
(b) Masabi reasonably considers that this is necessary to prevent any unlawful activity; or
(c) Masabi reasonably considers that the Customer or an Authorized User or End User (as the 

case may be) is seeking to access or use the Justride™ Platform other than in accordance 
with this Agreement.

5.6 Masabi shall notify the Customer in writing as soon as reasonably practicable of any suspension or 
restriction under clause 5.5.  Masabi shall also restore access to the Justride™ Platform promptly 
after the matter that led Masabi to restrict or suspend access has been resolved to Masabi’s 
reasonable satisfaction. 

6 ACCESS LICENSE 
6.1 Throughout the Term and subject to the License Restrictions set out in clause 6.2, Masabi grants 

to the Customer, a non-exclusive, royalty-free license to access and use the Justride™ Platform, 
the Documentation and the outcomes of any Additional Services in the Territory in connection with 
the Services and as contemplated under this Agreement (the “Licensed Accessible Products”). 
The Customer shall also have a right to receive and use all Updates free of charge during the Term. 
The Customer shall also be entitled to receive software Updates to onboard hardware, free of 
charge, as Masabi may release such Updates during the Term.   

6.2 License Restrictions:  
The Customer shall not: 
(a) Copy any part or all of the Licensed Accessible Products except to the extent expressly 

required to be permitted by any Applicable Laws or pursuant to an order of any court or the 
binding direction of any governmental authority (to the extent applicable), or otherwise as 
expressly contemplated and expressly permitted by this Agreement;  

(b) alter, adapt, modify, translate, reverse engineer, disassemble or decompile the Licensed 
Accessible Products in any way or for any purpose, including for error correction, except as 
and to the extent expressly permitted by this Agreement or as required to be permitted by 
any Applicable Laws or pursuant to an order of any court or the binding direction of any 
governmental authority (to the extent applicable); 

(c) except as permitted under clause 6.2(b) above, remove, change or obscure any aspect of 
any identification or notice of proprietary rights or restrictions on or in relation to the Licensed
Accessible Products;  
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(d) incorporate any part or all of the Licensed Accessible Products, or knowingly allow them to 
be incorporated, into any other product or documentation other than strictly as and to the 
extent contemplated by and for the purposes of using the Licensed Accessible Products in 
accordance with this Agreement; or 

(e) load, use or sub-license or otherwise make available any or all of the Licensed Accessible 
Products otherwise than as expressly permitted by this Agreement.

7 ADDITIONAL OBLIGATIONS
Masabi

7.1 Masabi warrants that it has and will maintain all necessary permits, licenses, consents, and 
permissions necessary for the performance of its obligations under this Agreement.

7.2 Masabi shall provide the Services (i) with reasonable skill and care and undertakes that on delivery 
the Services will conform in all material respects to Masabi’s standard specification as described in 
Schedule 1 (Justride™ Platform, Validation Hardware and Services) or, in the case of Additional 
Services, those specifications described in the agreed addendum or work order document
applicable to them; and (ii) in accordance with the provisions of the Scope of Support Services 
Document. 

7.3 If the Services do not conform with the foregoing obligation, Masabi will, at its expense, use 
reasonable commercial endeavors to correct any such non-conformance promptly, or to provide the 
Customer with an alternative means of accomplishing the desired performance. Such correction or 
substitution constitutes the Customer’s sole and exclusive remedy for any breach of the Masabi’s 
obligation set out in clause 7.1.  Notwithstanding the foregoing, Masabi:
(a) does not warrant that the Customer use of the Justride™ Platform will be uninterrupted or 

error-free; or that the Justride™ Platform and/or the information obtained by the Customer
through the Justride™ Platform will meet the Customer’s requirements; and

(b) is not responsible for any delays, delivery failures, or any other loss or damage resulting 
from the transfer of data over communications networks and facilities, including the internet, 
and the Customer acknowledges (and shall procure that the End User acknowledges) that 
the Justride™ Platform may be subject to limitations, delays and other problems inherent in 
the use of such communications facilities.

7.4 Masabi shall present Chargebacks on a timely basis to the Customer for review. Should the
Customer wish to dispute a Chargeback, Customer shall promptly provide Masabi with details and 
information to support the Chargeback to the credit card processing company. The Customer 
acknowledges that there can be no guarantee that the claim will be successful. Successful 
Chargebacks will be rebated to the Customer less any fees as charged by the credit card processing 
company on the subsequent remittance to the Customer.
Validation Hardware and Warranty 

7.5 Masabi shall provide the Customer with the Validation Hardware. Masabi accepts no responsibility 
for installation and/or configuration of the Validation Hardware, which the Customer shall install and 
configure in accordance with the Documentation and specifications provided by Masabi. The 
Customer shall carry out installation acceptance testing using and following the Validation Hardware 
IAT Procedure to ensure that installation has been completed satisfactorily and confirm the results 
of such installation to Masabi in writing. [Note: This clause to be used only where the Customer 
(or its appointed third party agent) is installing the Validation Hardware. Otherwise, delete.]
OR (as applicable)
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7.5 Masabi shall provide the Customer with the Validation Hardware. Masabi shall be responsible for 
installation and/or configuration of the Validation Hardware in accordance with the project plan 
agreed by the Parties in writing. Masabi shall carry out installation acceptance testing using and 
following the Validation Hardware IAT Procedure to ensure that installation has been completed 
satisfactorily, and will confirm the results of such installation to the Customer in writing.[ Note: This 
clause to be used only where Masabi (or its appointed third party agent) is installing the 
Validation Hardware. Otherwise, delete.]

7.6 Subject to the remainder of this clause 7, Masabi warrants that the Validation Hardware is free from 
defects in manufacturing or workmanship for a period of 12 months after delivery to the Customer
(or to its appointed installation agent or subcontractor) (the “Warranty Period”).

7.7 Masabi provides a ‘back to base’ repair or replacement warranty as described in the Masabi 
Hardware Warranty Plan set out in Schedule 5 (Masabi Hardware Warranty Plan).   The warranty 
cover is provided at no cost to the Customer during the Warranty Period.  Where the Customer's 
warranty claim is identified by Masabi as either falling outside the scope of the warranty or outside 
the Warranty Period, the costs of investigation and repair shall be borne by the Customer. 

7.8 The Customer is responsible for ensuring it has sufficient spares of the Validation Hardware in stock 
to ensure that there is no impact to its baseline service whilst any Validation Hardware is returned
to Masabi for ‘under warranty’ repairs.  

7.9 Masabi shall not in any circumstances be liable for any damage or defect to the Validation Hardware 
caused by: 
(a) improper use of the Validation Hardware;
(b) installation of the Validation Hardware by the Customer (or to its appointed installation agent 

or subcontractor) other than in accordance with the Documentation; 
(c) use of the Validation Hardware outside its normal application as specified in the Validation 

Hardware PCI Compliance Plan; or
(d) damage to the Validation Hardware caused by the Customer, End User or any third party or 

by any external cause. 
Customer  

7.10 The Customer shall at all times comply with all requirements of the Validation Hardware PCI 
Compliance Plan. 
cEMV Readiness

7.11 Masabi encourages the Customer to be ready for cEMV. If cEMV is planned, the Customer must 
comply with the requirements of clauses 7.12 to 7.17 (inclusive) or risk additional costs should it 
require use of cEMV at some future date.

7.12 The Customer shall (i) carry out self-service “Chain of Custody” and “Security Awareness” training 
(as set out in the Validation Hardware PCI Compliance Plan or as otherwise notified in writing by 
Masabi) prior to receipt of Validation Hardware and thereafter at least once per annum throughout 
the Term; (ii) comply with its Chain of Custody obligations; and (iii) have secure locations to receive, 
store and maintain access to the Validation Hardware. For the purposes of this clause, (i) ‘Chain of 
Custody’ is a process for receiving, using and storing cEMV equipment; and ‘Security Awareness’ 
is explained in the Validation Hardware PCI Compliance Plan.  The Customer shall, on written 
request from Masabi, provide Masabi with written confirmation (with supporting evidence in the form 
of a compliance certification) that the required Chain of Custody and Security Awareness training 
has been carried out. 
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7.13 The Customer shall visually inspect each installed or stored Validation Hardware item at least once 
per year, and shall record details of the inspection and send that record of inspection to Masabi (the 
“Customer Submitted Records”). The Customer shall return all 
damaged/broken/decommissioned units back to Masabi within one month of such damage, 
breakage or decommissioning.  

7.14 The Customer shall store all Validation Hardware in a secure location when they are not installed 
in a vehicle or at a platform or location or are not otherwise in use, and shall provide details of the 
storage locations (per-device) to Masabi for its records. In the event that the Customer changes the 
secure location or otherwise relocates the Validation Hardware, the Customer shall notify Masabi 
in writing of the new location no later than 5 Business Days of the change or relocation. 

7.15 Where Masabi provides a web-based audit support tool to assist the Customer in collecting the 
requested information in clauses 7.12 and 7.13, the Customer shall only use the web-based audit 
support tool to perform the required inspection and secure storage tracking activities. The Customer 
shall complete a self-assessment questionnaire/attestation at least annually via the software tool 
provided by Masabi. The Customer must also complete the self-assessment 
questionnaire/attestation within ten (10) Business Days of Masabi’s written request to do so.

7.16 At any time during the Term, the Customer shall, on not less than five (5) Business Day’s written 
notice from Masabi:
(a) provide or procure access for Masabi to the premises at which the Validation Hardware is 

stored and/or to the vehicles in or locations/platforms at which the Validation Hardware is 
installed; and 

(b) provide reasonable co-operation and support to Masabi,   
for the purposes of Masabi conducting an on-site and/or on vehicle audit to verify (i) the Customer
Submitted Records with the actual physical Validation Hardware devices; and/or (ii) the Customer’s
compliance with all of their obligations in clauses 7.10 to 7.20 inclusive. If the above requirements 
are not complied with, Masabi may give immediate written notice to the Customer and subsequently 
discontinue any cEMV service that may be being provided to the Customer. 

7.17 The Customer shall at all times comply with all requirements of the Validation Hardware PCI 
Compliance Plan where the Customer wishes to receive cEMV services at a future date.  The 
Customer acknowledges that, in the event that it does not comply with all requirements of the 
Validation Hardware PCI Compliance Plan, additional work and associated costs are likely to be 
incurred if it wants to receive cEMV services at a future date.  The works (and associated costs) 
include, but are not limited to, having to replace all Validation Hardware and all shipping, storage, 
handling and installation costs associated with such replacement.

7.18 At any time throughout the Term, Masabi has the right to make PCI compliance and security 
vulnerability related software updates to the Validation Hardware. If the Customer has not accepted 
the software updates within three (3) calendar days after written notice by Masabi, Masabi has the 
right to take the Validation Hardware offline, which may be done by remote means if necessary.  
Masabi has no liability to Customer for (or arising out of) taking the Validation Hardware offline.
Further, taking the Validation Hardware offline will trigger a mandatory Masabi audit and Customer
training (given by Masabi) - all at Customer’s cost.  

7.19 If at any time throughout the Term, the Customer becomes (or is made) aware of any actual or 
suspected PCI compliance breach in relation to the Validation Hardware (whether self-detected or 
due to third party notification) (“PCI Compliance Breach”), it shall immediately and in any case no 
later than within twenty-four (24) hours (i) notify Masabi in writing of the actual or suspected breach 
(giving reasonable details) by emailing Masabi at pcibreach@masabi.com and legal@masabi.com.
Customer shall also comply with the following post-notification obligations: 
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(a) provide Masabi with (i) an initial report; and (ii) continued regular updated reports, about the 
nature and extent of the PCI Compliance Breach as it becomes available, and further provide 
Masabi with all necessary information that Masabi reasonably requests in relation to such 
PCI Compliance Breach;

(b) comply with its obligations in section 5 (Response on Discovering Tampered cEMV 
Hardware) in the Validation Hardware PCI Compliance Plan; 

(c) ensure that the affected Validation Hardware shall be (i) taken off line immediately; (ii) 
removed from service; (iii) quarantined; and (iv) either (A) returned to Masabi or (B)
subjected to an inspection on site by a Masabi-appointed engineer (at Customer’s expense) 
to review status and decide the most appropriate course of action to resolve the issue (in 
which case the Customer shall comply with the steps for resolution specified by Masabi);
and

(d) make available to Masabi all information necessary to demonstrate compliance with the 
obligations in clauses 7.12 to 7.19 (inclusive) and the Validation Hardware PCI 
Compliance Plan, and allow for and contribute to audits and inspections conducted by 
Masabi or another auditor nominated by Masabi – all at the Customer’s expense.

7.20 PCI Compliance Breach Liability. Customer acknowledges and accepts it is responsible (and liable 
to Masabi) for all damages, losses and costs suffered or incurred by Masabi related to or arising 
directly or indirectly from any PCI Compliance Breach, except to the extent that such damages, 
losses and costs are a direct result of the wilfully wrongful, unlawful or negligent acts or omissions 
of Masabi or its agents.
Validation Hardware - Title and Risk

7.21 Title to and ownership of the Validation Hardware shall pass to the Customer on payment in full to 
Masabi for such hardware in accordance with the terms of this Agreement. Risk of loss of the 
Validation Hardware will pass to the Customer at the point of delivery as specified in the order. 

7.22 From the point of delivery of the Validation Hardware at the Premises until title and ownership have 
passed of the Validation Hardware has passed to the Customer under clause 7.21 , the Customer
shall:
(a) hold the Validation Hardware on a fiduciary basis for Masabi as Masabi’s bailee;
(b) store the Validation Hardware (at no cost to Masabi) in satisfactory conditions as specified 

by Masabi, separate from all the Customer’s other equipment or that of any third party, and
clearly marked as Masabi's property, so that it remains readily identifiable as Masabi’s 
property; 

(c) not destroy, deface or obscure any identifying mark or packaging on or relating to the 
Validation Hardware; 

(d) irrevocably and unconditionally consent to Masabi registering its ongoing interest in the 
Validation Hardware on any official register in [insert the Customer’s country]; and

(e) keep the Validation Hardware insured on Masabi’s behalf for its full price and against all 
risks with a reputable insurer to the reasonable satisfaction of Masabi, ensuring that 
Masabi’s interest in the Validation Hardware is noted on the insurance policy.  Where a claim 
is made under the Customer’s insurance policy in respect of the Validation Hardware, the 
Customer shall hold the proceeds of such insurance on trust for Masabi and shall not mix 
them with any other money, nor pay the proceeds into an overdrawn bank account.  For the 
avoidance of doubt, it is Masabi’s responsibility to insure the Validation Hardware up to the 
point of delivery. 
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7.23 The Customer’s right to possession of the Validation Hardware before ownership has passed to it 
shall terminate immediately if any Insolvency Event arises, or if the Customer encumbers or in any 
way places a charge (regardless of how that encumbrance or charge is described) over the 
Validation Hardware.

7.24 Until title and ownership of the Validation Hardware passes to the Customer in accordance with 
clause 7.21, the Customer grants to Masabi, its agents and employees an irrevocable license to 
enter, on reasonable prior notice, any vehicle or premises where the Validation Hardware is or may 
be installed or stored in order to inspect the Validation Hardware, or where the Customer’s right to 
possession has terminated, to recover possession of it. All reasonable costs incurred by Masabi in 
recovering possession of the Validation Hardware shall be borne by the Customer. 
Validation Hardware Disposal and Resale  

7.25 The Customer shall comply with its obligations in relation to disposal of the Validation Hardware set 
out in the Validation Hardware PCI Compliance Plan.  The Customer must not resell or lease the 
Validation Hardware to any third party without the prior written consent of Masabi. 

7.26 EXCEPT FOR THE WARRANTIES SET OUT IN THIS AGREEMENT, ALL SERVICES, 
MATERIALS AND RIGHTS ARE PROVIDED "AS IS" AND MASABI HEREBY DISCLAIMS ALL 
WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE. WITHOUT 
LIMITING THE FOREGOING, MASABI SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES 
IN RESPECT OF INFRINGEMENT OF ANY INTELLECTUAL PROPERTY RIGHTS AND ALL 
WARRANTIES ARISING FROM COURSE OF DEALING, USAGE OR TRADE PRACTICE. 
FURTHER, MASABI MAKES NO WARRANTY OF ANY KIND THAT THE SERVICES OR 
MATERIALS PROVIDED BY MASABI, OR ANY PRODUCTS OR THE RESULTS OF ANY USE 
THEREOF, WILL MEET THE CUSTOMER'S OR ANY OTHER PERSON'S REQUIREMENTS, 
WILL OPERATE WITHOUT INTERRUPTION, WILL ACHIEVE ANY INTENDED RESULT, WILL 
BE COMPATIBLE OR WORK WITH ANY SOFTWARE, SYSTEM OR OTHER SERVICES, OR 
WILL BE SECURE, ACCURATE, COMPLETE, FREE OF HARMFUL CODE OR ERROR FREE. 
ALL THIRD-PARTY MATERIALS ARE PROVIDED BY MASABI "AS IS" AND ANY 
REPRESENTATION OR WARRANTY OF OR CONCERNING ANY THIRD-PARTY MATERIALS 
IS STRICTLY BETWEEN CUSTOMER AND THE THIRD-PARTY OWNER OR DISTRIBUTOR OF 
THE THIRD-PARTY MATERIALS AND MASABI SHALL HAVE NO RESPONSIBILITY OR 
LIABILITY IN RESPECT OF SUCH REPRESENTATION OR WARRANTY. 
Chargebacks

7.27 Masabi shall promptly present Chargebacks to the Customer for review. Chargebacks shall be 
processed as follows:
(a) Any credit card Chargebacks initiated by an End User for any reason with respect to fare 

product shall be charged back to the Customer unless any such Chargebacks is attributable 
to any act, error or omission of Masabi;

(b) A challenge disputing a Chargeback may be initiated by Masabi directly or by the Customer;
(c) Masabi shall promptly present Chargebacks (and no later than every seven (7) calendar 

days) to the Customer for review (“Masabi’s Chargeback Notification”).  Should the 
Customer wish to challenge a Chargeback, the Customer shall provide Masabi with the 
relevant details and information (including but not limited to, if a refund has already been 
issued to the End User) to support the challenge to the credit or debit card processing 
company within seven (7) calendar days) of Masabi’s Chargeback Notification.  PROVIDED 
THAT Masabi receives the supporting information from the Customer, Masabi will then 
promptly submit the challenge to the credit or debit card processing company on the 
Customer’s behalf. The Customer acknowledges that there can be no guarantee the claim 
will be successful; and 
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(d) On receipt from the acquiring bank, successful challenges will be credited on the subsequent 
remittance to the Customer, less any fees as charged (i.e., on a pass-thru basis without 
mark-up) by the credit or debit card processing company. Masabi shall provide a monthly 
report detailing all Chargebacks and rebated fees (if any).

8 CUSTOMER'S ADDITIONAL OBLIGATIONS
8.1 The Customer shall promptly provide Masabi with:

(a) all necessary co-operation in relation to this Agreement; and
(b) all necessary access to such information as may be required by Masabi
in order to enable Masabi to provide the Services, including but not limited to, Customer Data, 
security access information and configuration services.  

8.2 The Customer shall:
(a) ensure that its Authorized Users access and use the Services in accordance with the terms 

and conditions of this Agreement and shall be responsible for any Authorized User's act, 
omission or default in relation to this Agreement as if it was the Customer’s own act, omission 
or default; 

(b) use all reasonable commercial endeavors (including those specified in clause 5.4) to procure
that its End Users use the Services in accordance with the in-App End User Terms;

(c) comply with all Applicable Laws with respect to its activities under this Agreement; 
(d) carry out all other Customer obligations set out in this Agreement in a timely and efficient 

manner. In the event of any delays in the Customer's provision of such assistance as agreed 
by the Parties, Masabi may adjust any agreed timetable or delivery schedule as reasonably 
necessary and may charge the Customer for any reasonable additional cost incurred as a 
result of the delay or adjustment; 

(e) cooperate with Masabi and use best endeavors to assist Masabi in enforcing any applicable 
terms against the Customer’s End Users;

(f) obtain and shall maintain all necessary permits, licenses, consents, and permissions 
necessary for it to perform its obligations under this Agreement and have the benefit of this 
Agreement; 

(g) ensure that its network and systems that interface with the Justride™ Platform and
Validation Hardware comply with the relevant specifications provided by Masabi from time 
to time; and

(h) be solely responsible for:
(i) procuring and maintaining its network connections and telecommunications links 

from its systems and installed Validation Hardware to Masabi's systems and data 
centres 

(ii) rectification of all problems, conditions, delays, delivery failures; and
(iii) all other loss or damage arising from or relating to the Customer's network 

connections, or any telecommunications links or the internet;



 STRICTLY PRIVATE & CONFIDENTIAL – SUBJECT TO CONTRACT 

 

18
Masabi Limited - Standard Terms for Justride SaaS and Validators – Version March 2026 

 

(i) comply with its obligations in the in-App End User Terms in respect of all Tickets when they 
are accessed or used by End Users and shall provide the End Users with the services 
described in the Tickets in accordance with those terms (the “Transport Services”).  The 
Customer shall indemnify Masabi against all liabilities, losses, demands, claims, damages, 
settlements, fines, costs and expenses (including all legal and other professional fees and 
expenses) arising out of or in connection with the provision, failure to provide or defective 
provision of such Transport Services;

(j) validate the validity of each Ticket sold when it is presented, by means of either visual 
validation or scanning.  The Customer agrees that Masabi's obligations in relation to the 
Tickets are limited to the sale of Tickets to End Users via the App and the validation of 
Tickets via the Justride™ Inspect Software, and that the Customer shall remain responsible 
and liable for the provision of the underlying Transport Services to which the Tickets relate;
and

(k) provide training to its present and future operations staff in relation to the Tickets as specified 
in writing by Masabi from time to time.  The Customer shall also provide first line support to 
End Users in respect of the Tickets and the App.  The Customer shall provide this support 
with reasonable care and skill.

9 CHARGES AND PAYMENT
9.1 In return for the provision of the Services by Masabi, the Customer shall pay Masabi the Fixed Fees

(as defined in Schedule 2 (Charges and Payment)) annually in advance and the Masabi’s Revenue 
Share (as defined in clause 9.2) on a monthly basis. All Masabi invoices shall be paid by the 
Customer within thirty (30) days of the date of Masabi’s invoice.

9.2 As Merchant of Record (or MoR) for the resale of the Customer’s Tickets, Masabi shall be 
responsible for collecting End User payments for all fares, charges, fees, and other revenues 
collected or received by Masabi (or its subcontractors) paid by credit or debit card, or other electronic 
transfer for the Tickets sold using the Justride™ Platform ("Gross Ticket Revenue") and for the 
remittance of such funds to the Customer after deducting all relevant deductions, which include:
(a) Masabi’s Revenue Share - being the transaction percentage revenue share of the Gross 

Ticket Revenue (before any deductions in (b) and (c) below) owed to Masabi as set out in 
Schedule 2 (Charges and Payment) (“Masabi’s Revenue Share”); 

(b) deductions for refunds, Chargebacks, and Payment Processing Fees (the “Permitted 
Deductions”); and

(c) all monthly recurring fees as set out in this Agreement
(the “Net Revenue”).

9.3 Masabi shall remit the Net Revenue to the Customer monthly via Electronic Funds Transfer into the 
Customer’s designated bank account, no later than five (5) Business Days after the end of each 
calendar month to which it relates. Where the Net Revenue is less than Masabi’s Revenue Share 
monthly minimum amount of [xxxx] (as set out in Schedule 2 (Charges and Payment)) and any
monthly recurring fees, Masabi shall not remit any revenue to the Customer and shall (i) retain the 
Net Revenue; (ii) issue an invoice to the Customer for an amount of the shortfall between the Net 
Revenue and the monthly minimum amount of [xxxx]; and (iii) issue an invoice to the Customer for 
remainder of the monthly recurring fees.

9.4 Masabi shall maintain verification procedures which will reflect that the Customer’s accounts have 
been credited each month with the proper amounts of Net Revenue, less any transactions that have 
not yet cleared, which will be paid in the following monthly remittance to the Customer.
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9.5 As Merchant of Record, Masabi:
(a) is the entity that is authorized by the Customer to process an End User’s credit and/or debit 

card transactions when purchasing a Ticket. Masabi shall process all payments made by 
End Users for Tickets. If such payment is made by credit card or a debit card, Masabi LLC’s 
name will appear on the End User’s account statement as the Merchant of Record for the 
sale; and

(b) shall handle all payments related to each Ticket sale transaction. This includes collecting 
sales tax, ensuring payment card industry (PCI) compliance, and honouring refunds and 
Chargebacks.

9.6 In relation to Ticket sales processed by Masabi via the Justride™ Platform, Masabi is responsible 
for handling refunds for Tickets and for Ticket sales disputes in accordance with the terms of these 
SaaS Terms and in combination with the Customer’s published refunds policy. 

9.7 Unless otherwise specified in Schedule 2 and in addition to the Charges, Masabi shall be entitled 
to charge the Customer for:
(a) additional charges, calculated in accordance with clause 9.10; 
(b) any Additional Services calculated in accordance with the Rates; and
(c) any reasonable and proper travel and subsistence expenses incurred by Masabi in the 

performance of the Services as agreed between the Parties in writing (both acting 
reasonably) in advance of such reasonable and proper expenses being incurred,

and shall be entitled to invoice for such amounts at any time after the end of the month in which the 
relevant Additional Services were performed or expenses were incurred (as the case may be). 
Those invoices shall be payable within 30 days from the date of the invoice being issued by Masabi. 

9.8 In circumstances where Masabi has not received payment within 60 days after the due date for 
payment as set out in its invoice, and without prejudice to any other of its rights and remedies, 
Masabi may:
(a) without liability to the Customer, suspend provision of the Justride™ Platform and/or the 

Services until payment of the relevant invoice(s) and interest under clause 9.8(b) are made 
to Masabi in full and cleared funds.  Any reasonable costs incurred by Masabi as a result of 
such non-payment and suspension shall be borne by the Customer; and

(b) charge interest from the date due for payment to the actual date of payment (whether before 
or after judgment) at the rate of 4% per annum above the [insert agreed central bank e.g.
US Federal Reserve] base rate from time to time in force calculated daily and compounded 
quarterly. 

9.9 All amounts and fees stated or referred to in this Agreement:
(a) shall be payable in [insert relevant currency e.g. USD, CAD etc]; 
(b) are, non-cancellable and non-refundable and the Customer shall pay them in full without any 

set-off or counterclaim (other than any set-off that cannot be lawfully excluded); and
(c) are exclusive of the applicable sales, consumption, use or value added taxes (regardless of 

how the taxes are described), which shall be added to Masabi's invoice(s) at the prevailing 
rate.

9.10 The Customer acknowledges and agrees that in any of the following circumstances Masabi has the 
right to vary the Charges and/or to charge additional fees:  
(a) for material changes of scope (including reductions in number of Validation Hardware units) 

or additional options executed; 
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(b) for project delays outside of Masabi’s reasonable control, including project delays caused 
by the Customer or by a third party engaged by the Customer, and which will include (where 
applicable) Masabi’s projected lost revenue for each day the service is delayed; 

(c) for items priced as an option in Schedule 2 (Charges and Payments), including but not 
limited to smart cards, Secure Access Modules (SAMs) and additional Validation Hardware,
which may be subject to market condition pricing fluctuations when exercised. Masabi 
therefore reserves the right to amend the pricing of optional elements at the time the 
Customer wishes to exercise the option to purchase the optional elements; and

(d) for any material increase in the costs of providing the Services as a result of any change or 
increase in costs passed on by third party suppliers, costs of labour, insurance or other 
variable costs to Masabi. 

9.11 All amended Charges and/or additional fees in clause 9.10 above shall be notified by Masabi to 
Customer in writing in advance and agreed between the Parties in writing. However, if the Customer 
does not agree the amended Charges and/or additional fees Masabi (i) shall be under no obligation 
to continue to provide the goods or services in question; (ii) shall have no liability to the Customer 
for failing to provide the goods or services in question; and (iii) has the right to terminate the 
Agreement (without liability to Customer) on thirty (30) days’ written notice.

9.12 Annual Increase to Charges 
Masabi reserves the right to increase all fixed fees and platform fees priced in currency amounts 
(including gateway and acquiring authorization fees) at the beginning of each calendar year 
(January 1st). The annual increase will be the greater of: (i) five percent (5%); or (ii) the rate of the 
then-current Consumer Price Index (CPI) applicable in the Customer’s jurisdiction. Masabi may 
apply this increase at any time within a twelve (12) month period following the start of the calendar 
year; any increase will be backdated to be effective as of January 1st of that year. 

10 INTELLECTUAL PROPERTY RIGHTS
10.1 Each Party retains title and ownership of its Pre-Existing IP.
10.2 The Customer acknowledges and agrees that Masabi and/or its licensors retain title and ownership 

of all Intellectual Property Rights in the Services and Licensed Accessible Products. Masabi grants 
the Customer a license to use the Licensed Accessible Products (and all Intellectual Property Rights 
contained therein) on the license terms set out in clause 6.1 and clause 6.2 during the Term. 

10.3 Except as expressly stated herein, this Agreement does not grant the Customer any rights to, under 
or in, any Intellectual Property Rights in the Justride™ Platform, the Platform Services or the 
outcomes of any Additional Services.

10.4 With the exception of any rights in the Customer Data (which shall belong to the Customer on their 
creation), all Intellectual Property Rights created by Masabi in the course of the performance of the 
Services or any other of Masabi’s obligations under this Agreement shall immediately vest in Masabi
on their creation.

10.5 All Intellectual Property Rights created by Masabi in the course of performing its obligations or 
exercising its rights under this Agreement shall belong to (and vest in) Masabi.

10.6 The Customer grants to Masabi a non-exclusive, royalty-free, transferable license: 
(a) to all Intellectual Property Rights created by the Customer in the course performing its 

obligations or exercising its rights under this Agreement for the purpose of providing the 
Services; and
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(b)  to the use of its name and any logos registered or used by the Customer (or the Customer's 
affiliates) for the purposes of Masabi’s sales and marketing throughout the Term. 

11 CONFIDENTIALITY
11.1 Each Party shall ensure, in respect of all Confidential Information obtained by or on behalf of it from 

or relating to the disclosing Party, any affiliate of the disclosing Party, or the disclosing Party’s 
employees or agents in connection with this Agreement or its performance, that it: 
(a) does not disclose it to any person except where and to the extent expressly permitted under 

clause 11.2;
(b) maintains it in confidence and takes all reasonable precautions to prevent any unauthorized

disclosure or use of it including taking at least the same steps to protect it as it does with its 
own confidential information; and 

(c) uses it only to perform its obligations or exercise or evaluate its rights under this Agreement. 
11.2 Each Party may disclose such Confidential Information only to those of its officers, employees, 

agents, sub-contractors and professional advisors who both: 
(a) need to know it to enable this Agreement to be performed or to enable that Party to evaluate 

or enforce its rights or obligations under this Agreement; and 
(b) are informed of the non-disclosure obligations imposed by this clause 11 and upon whom 

similar obligations of confidentiality are placed and enforced by that Party.
11.3 Each Party shall be liable for the acts and omissions of the persons to whom it discloses Confidential 

Information as if they were that Party’s own acts and omissions.
11.4 If either Party becomes aware of any unauthorized disclosure of the other’s Confidential Information, 

it shall notify the other Party and promptly take any steps reasonably necessary or reasonably 
required by the other Party to prevent further disclosure.  

11.5 Regardless of anything to the contrary in this clause 11, each Party shall be entitled to disclose 
Confidential Information to the extent that it is obliged to disclose it by law, or by a court, tribunal or 
competent regulatory body, or recognised stock exchange (in which case the receiving Party shall,
to the extent that it is legally permitted to do so, give the other Party prompt notice of the relevant 
law or order).

11.6 This clause shall survive the termination or expiration of this Agreement.
12 INDEMNITY
12.1 Subject to clause 12.3, Masabi shall defend the Customer, against any Claim that the Licensed 

Accessible Products infringe any third-party Intellectual Property Rights, and shall indemnify the 
Customer for any amount awarded against the Customer in judgment or settlement of any such 
Claim. This indemnity is conditional on:   
(a) the Customer giving Masabi prompt notice of any such Claim as well as reasonable details; 
(b) the Customer not making any admissions in relation to the Claim; 
(c) the Customer giving Masabi the sole authority to defend or settle such Claim; and
(d) the Customer providing reasonable cooperation to Masabi in the defence and settlement of 

such Claim at Masabi’s expense. 
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12.2 In the defence or settlement of any Claim under clause 12.1, Masabi may either (i) procure the right 
for the Customer to continue using the Licensed Accessible Products or procure the right for Masabi 
to replace or modify the Licensed Accessible Products so that they become non-infringing or, (ii) if 
such remedies are not reasonably available, terminate this Agreement on ten (10) Business Days' 
written notice to the Customer without any additional liability or obligation to pay liquidated damages 
or other additional costs to the Customer. 

12.3 In no circumstances shall Masabi, its officers, directors, employees, agents or sub-contractors be 
liable to the Customer to the extent that any Claim that the Licensed Accessible Products infringe 
any third party Intellectual Property Rights has been caused or contributed to by: 
(a) an act or omission of the Customer or its personnel; 
(b) a modification of the Licensed Accessible Products by anyone other than Masabi or 

combination of the Licensed Accessible Products with any other third-party services, 
systems or items; 

(c) the Customer’s use of the Licensed Accessible Products in a manner contrary to the 
instructions given to the Customer by Masabi; or

(d) the Customer’s continued use of the Licensed Accessible Products after receipt of a notice 
of the alleged or actual infringement from Masabi or any appropriate authority.

12.4 Notwithstanding clause 12.1 and to the extent permitted by law, the Customer shall defend, 
indemnify and hold harmless Masabi against any Claim or losses, damages, expenses or costs
(including without limitation court costs and reasonable legal fees) to the extent arising out of or in 
connection with: 
(a) the Customer’s use of the Services or Licensed Accessible Products in breach of this 

Agreement or the Customer’s failure to comply with any obligation under this Agreement;
(b) the Customer’s breach of any third party right, including without limitation any Intellectual 

Property Right or privacy rights of a third party; or
(c) the Customer Data used in connection with the Services and Licensed Accessible Products.   

13 LIMITATION OF LIABILITY
13.1 NOTHING IN THIS AGREEMENT:

(a) SHALL LIMIT OR EXCLUDE EITHER PARTY’S LIABILITY FOR:
(i) DEATH OR PERSONAL INJURY CAUSED BY ITS GROSS NEGLIGENCE OR 

WILFUL MISCONDUCT, OR THE GROSS NEGLIGENCE OR WILFUL 
MISCONDUCT OF ITS PERSONNEL, AGENTS OR SUBCONTRACTORS;

(ii) FRAUD OR FRAUDULENT MISREPRESENTATION; 
(iii) ANY OTHER LIABILITY WHICH CANNOT BE LIMITED OR EXCLUDED BY 

APPLICABLE LAW; 
(b) SHALL LIMIT OR EXCLUDE MASABI’S LIABILITY UNDER THE IPR INDEMNITY AT 

CLAUSE 12.1 AND THE CUSTOMER'S LIABILITY UNDER CLAUSE 12.4 (INDEMNITY)
AND CLAUSE 7.20 (PCI COMPLIANCE BREACH LIABILITY). 

13.2 SUBJECT TO CLAUSE 13.1, NEITHER PARTY SHALL BE LIABLE, IN CONTRACT, TORT 
(INCLUDING NEGLIGENCE) OR FOR BREACH OF STATUTORY DUTY OR IN ANY OTHER 
WAY FOR:
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(a) ANY LOSS ARISING FROM OR IN CONNECTION WITH LOSS OF REVENUES, 
PROFITS, CONTRACTS OR BUSINESS OR FAILURE TO REALISE ANTICIPATED 
SAVINGS (WHETHER SUCH LOSS IS DIRECT OR INDIRECT);

(b) ANY LOSS OF GOODWILL OR REPUTATION (WHETHER SUCH LOSS IS DIRECT OR 
INDIRECT); OR

(c) ANY SPECIAL, EXEMPLARY, PUNITIVE, INDIRECT OR CONSEQUENTIAL LOSSES; 
OR

(d) ANY LOSS OF PRODUCTION, USE, BUSINESS, REVENUE OR PROFIT OR 
DIMINUTION IN VALUE OR IMPAIRMENT, INABILITY TO USE OR LOSS, 
INTERRUPTION OR DELAY OF THE SERVICES OR LOSS, DAMAGE, CORRUPTION 
OR RECOVERY OF DATA, OR BREACH OF DATA OR SYSTEM SECURITY

SUFFERED OR INCURRED BY THE OTHER PARTY, OR ARISING OUT OF OR IN 
CONNECTION WITH THIS AGREEMENT, EVEN IF THE OTHER PARTY HAS BEEN ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES, REGARDLESS OF WHETHER THE CUSTOMER 
WAS ADVISED OF THE POSSIBILITY OF SUCH LOSSES OR DAMAGES OR SUCH LOSSES 
OR DAMAGES WERE OTHERWISE FORESEEABLE, AND NOTWITHSTANDING THE 
FAILURE OF ANY AGREED OR OTHER REMEDY OF ITS ESSENTIAL PURPOSE.

13.3 SUBJECT TO CLAUSES13.1 and 13.2, AND EXCEPT FOR ANY OBLIGATION OF MASABI TO 
REMIT THE NET TICKET REVENUE PURSUANT TO CLAUSE 9.2 AND THE CUSTOMER'S 
PAYMENT OBLIGATIONS UNDER CLAUSE 9, EACH PARTY’S AGGREGATE LIABILITY,
WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), BREACH OF STATUTORY 
DUTY, OR OTHERWISE, ARISING UNDER OR IN CONNECTION WITH THIS AGREEMENT 
SHALL BE LIMITED TO THE TOTAL VALUE PAID OR PAYABLE BY THE CUSTOMER DURING 
THE TWELVE MONTH PERIOD PRIOR TO DATE OF THE EVENTS LEADING UP TO THE 
CLAIM.

13.4 The rights of either Party under this Agreement are in addition to, and not exclusive of, any rights 
or remedies provided by the common law.

13.5 A Party's liability under this Agreement will be reduced to the extent that the wrongful, unlawful or 
negligent act or omission of the other Party caused or contributed to the relevant liability or to the 
act or circumstance giving rise to the liability.

13.6 A Party which incurs a loss under an Agreement must take reasonable steps to avoid or minimise 
the loss.

14 TERMINATION AND POST TERMINATION ARRANGEMENTS
14.1 Termination for Cause. If one Party defaults in the performance of any material provision of this 

Agreement (including without limitation the Customer’s compliance with the ‘handling of Validation 
Hardware’ requirements pursuant to §3.5 Decommissioning & Disposal of the Validation Hardware 
PCI Compliance Plan), then without affecting any other right or remedy available to it, the non-
defaulting Party may give written notice to the defaulting Party that this Agreement shall be 
immediately terminated unless the default is remedied within thirty (30) days of such written notice. 

14.2 Termination for Excessive Chargebacks: Masabi may suspend the Services or terminate this
Agreement on immediate written notice where, after reasonable efforts have been made with the 
Customer to reduce the incidence of Chargebacks, Excessive Chargebacks are still occurring. The 
term “Excessive Chargebacks” means where there are more than 100 Chargebacks in a month 
and where the total value of Chargebacks in the month is at least 1.5% of sales recorded by Masabi 
for the Customer in that month. Masabi reserves the right to withhold funds at any time as necessary 
for the settlement of any disputed charges, End User complaints, allegations of fraud, Chargebacks, 
expected Chargebacks and/or other discrepancies.
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14.3 Termination for Customer Fare Structure Changes. If Customer changes its ticket fare structure in 
such a way so as to, based on the Customer’s amended type and/or level of ticket fare pricing, 
materially impact the level of Masabi’s Revenue Share (as specified in Schedule 2 – Charges and 
Payment) then Masabi may terminate this Agreement on written notice to Customer, with 
termination being effective on the earlier of: 
(a) thirty (30) days’ after Masabi issues a written termination notice to Customer; or 
(b) the date that the amended ticket fare structure becomes effective, 

(the “Effective Date of Termination”). Non-exhaustive examples of a Customer changing its ticket 
fare structure in such a way so as to materially impact the level of Masabi’s Revenue Share include 
where a Customer (i) goes fare free; or (ii) substantially changes the fare structure in such a way 
(for example a change in the fare structure to a pure distance-based tariff) so as to exceed Masabi’s 
Justride Platform's capabilities, requiring additional development by Masabi to support the amended 
fare structure. 

14.4 In the event Masabi terminates this Agreement in accordance with clause 14.3, the Customer shall 
pay the Early Termination Charges to Masabi no later than 30 days after the Effective Date of 
Termination.

14.5 Termination for Insolvency. Without affecting any other right or remedy available to it, Masabi may 
terminate this Agreement with immediate effect by giving written notice to the Customer if the 
Customer suffers or is at risk of suffering an Insolvency Event. 

14.6 Without prejudice to any other rights or remedies to which Masabi may be entitled, Masabi may 
terminate this Agreement without liability in any circumstances to the Customer if:
(a) the Customer commits a breach of its obligations in clauses 6 or 7.11 to 7.19 (inclusive) or

7.25; 
(b) there is a change of control of the Customer within the meaning of section 1124 of the UK 

Corporation Tax Act 2010 or the applicable corporation legislation in the jurisdiction in which 
the Customer is incorporated, without the prior written consent of Masabi; or

(c) the Customer purports to assign any of its rights or obligations under this Agreement without 
the prior written consent of Masabi. 

14.7 On termination or expiry of this Agreement for any reason:
(a) all rights granted to the Customer under clause 6 (Access License) shall immediately cease 

and the Customer shall immediately cease all use of the Services and shall cease all 
activities authorized by clause 6 (Access License);

(b) the Customer shall immediately pay any outstanding invoices due to Masabi under this 
Agreement; 

(c) each Party shall return and make no further use of any equipment, property and other items 
(and all copies of them) belonging to the other Party;

(d) Masabi may destroy or otherwise dispose of any of the Customer Data in its possession 
unless Masabi receives, no later than ten (10) days after the termination of this Agreement, 
a written request for the delivery to the Customer of the then most recent back-up of the 
Customer Data. Masabi shall use reasonable commercial endeavors to deliver the back-up
to the Customer within thirty (30) days of its receipt of such a written request, provided that 
the Customer has, at that time, paid all outstanding invoices at and resulting from termination 
(whether or not due at the date of termination). The Customer shall pay all reasonable 
expenses incurred by Masabi in returning or disposing of Customer Data; 
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(e) the Customer shall immediately destroy or return to Masabi (at Masabi’s option) all of 
Masabi’s Confidential Information then in its possession, custody or control and, in the case 
of destruction, certify in writing to Masabi that it has done so; and

(f) any rights, remedies, obligations or liabilities of the Parties that have accrued up to the date 
of termination, including the right to claim damages in respect of any breach of this
Agreement which existed at or before the date of termination shall not be affected or 
prejudiced.

15 FORCE MAJEURE
15.1 Neither Party shall have any liability to the other Party under this Agreement if it is prevented from 

or delayed in performing its obligations under this Agreement, or from carrying on its business, by 
acts, events, omissions or accidents beyond its reasonable control, including, without limitation, 
strikes, lock-outs or other industrial disputes (whether involving the workforce of Masabi or of its 
supply chain or of any other party), failure of a utility service or transport or telecommunications 
network, act of God, war, riot, civil commotion, malicious damage, Viruses, a declared epidemic or 
pandemic, compliance with any law or governmental order, rule, regulation or direction, accident, 
breakdown of plant or machinery, fire, flood, storm or default of suppliers or sub-contractors 
(collectively, “Force Majeure Event”).   

15.2 Any delay in delivery of the Services caused by a Force Majeure Event, shall not cause Masabi to 
be in breach of its performance obligations under this Agreement.

15.3 If any such Force Majeure Event occurs, the affected Party shall provide written notice to the other 
Party within three (3) Business Days and the time for performance (and any milestone dates) for 
the affected Party will be extended for a period of time equal to the duration of the delay caused by 
the Force Majeure Event. The existence of a Force Majeure Event will not extend the Term. 

16 VARIATION
16.1 No variation of this Agreement shall be effective unless it is in writing and signed by an authorized

representative of each Party.  For operational and other reasons, Masabi may at any time vary the 
technical specification and form of the Services without seeking the consent of the Customer 
PROVIDED THAT such variation does not detract from or impair to a material degree the overall
operation or performance of Services or will or may result in the Customer incurring additional costs 
or expenses. Masabi shall give notice to the Customer of any such variation as soon as practicable. 
The expense of any such variation shall be borne by Masabi.

17 CHANGE CONTROL
17.1 The Customer may, by giving written notice to Masabi at any time during the Term, request a change 

to the Justride™ Platform.
17.2 Within seven (7) Business Days of receipt of such notice, Masabi shall, at its professional services 

Rates set out in Schedule 2 (Charges and Payment), prepare for the Customer a written quote for 
the requested change.

17.3 Within fourteen (14) Business Days of receipt of the written quote referred to in clause 17.2, the 
Customer shall inform Masabi in writing of whether or not the Customer wishes the requested 
change to be made. If the change is required, Masabi shall not make the requested change until 
the Parties have agreed and signed a written agreement specifying these changes and setting out 
the charges for the requested change, and any other relevant matters. 

18 GENERAL
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18.1 Assignment and other dealings. Except as expressly otherwise provided in this clause 18.1,
neither Party may assign, hold on trust or otherwise transfer, part with or share any of its respective 
rights or obligations under this Agreement (or purport to do so) without the prior written consent of 
the other (which consent shall not be unreasonably withheld or delayed). However, without consent, 
Masabi shall be entitled to assign this Agreement and its rights and obligations to an affiliate or in 
connection with a sale of Masabi or in connection with a sale of all or substantially all the assets of 
Masabi related to the Services and to the rights provided by Masabi hereunder.  Masabi shall not 
be permitted to sub-contract its obligations under this Agreement without the prior written consent 
of Customer (which consent shall not be unreasonably withheld or delayed), provided always that 
Masabi shall remain primarily liable to the Customer for the performance of those obligations.  The 
use by Masabi of cloud hosting services to support the operation of the JustRide™ Platform and of 
third party software developers does not require the consent of the Customer.   

18.2 Notices
(a) Any notice or other communication given to a Party under or in connection with this

Agreement shall be in writing, addressed to that Party at its registered office (if it is a 
company) or its principal place of business (in any other case) or such other address (which 
may include an email address) as that Party may have specified to the other Party in writing 
in accordance with this clause, and shall be delivered personally, or sent by pre-paid first 
class post or other next working day delivery service, commercial courier or e-mail.

(b) A notice or other communication shall be deemed to have been received: if delivered 
personally, when left at the address referred to in clause 18.2(a); if sent by pre-paid first 
class post or other next working day delivery service, at 9.00 am on the fifth (5th) Business 
Day after posting; if delivered by commercial courier, on the date and at the time that the 
courier's delivery receipt is signed; or, if sent by e-mail, one (1) Business Day after 
transmission.

(c) The provisions of this clause shall not apply to the service of any proceedings or other 
documents in any legal action. Service of any proceedings or other documents in any legal 
action shall be affected by serving the papers on the affected Party at its registered office 
with a copy being emailed to legal@masabi.com when Masabi is the party being served. 

18.3 Severance. If any provision or part-provision of this Agreement is or becomes invalid, illegal or 
unenforceable, it shall be deemed modified to the minimum extent necessary to make it valid, legal 
and enforceable. If such modification is not possible, the relevant provision or part-provision shall 
be deemed deleted. Any modification to or deletion of a provision or part-provision under this clause 
shall not affect the validity and enforceability of the rest of this Agreement.

18.4 Waiver. A waiver of any right or remedy under this Agreement or law is only effective if given in 
writing and shall not be deemed a waiver of any subsequent breach or default. No failure or delay 
by a Party to exercise any right or remedy provided under this Agreement or by law shall constitute 
a waiver of that or any other right or remedy, nor shall it prevent or restrict the further exercise of 
that or any other right or remedy. No single or partial exercise of such right or remedy shall prevent 
or restrict the further exercise of that or any other right or remedy.

18.5 Entire agreement. 
(a) This Agreement constitutes the entire agreement between the Parties and supersedes and 

extinguishes all previous agreements, promises, assurances, warranties, representations 
and understandings between them, whether written or oral, relating to its subject matter.

(b) Each Party agrees that it shall have no remedies in respect of any statement, representation, 
assurance or warranty (whether made innocently or negligently) that is not set out in this 
Agreement. Each Party agrees that it shall have no claim for innocent or negligent 
misrepresentation based on any statement in this Agreement.
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18.6 No partnership or agency. Nothing in this Agreement is intended to, or shall be deemed to, 
establish any partnership or joint venture between the Parties, nor constitute either Party the agent 
of the other for any purpose. Neither Party shall have authority to act as agent for, or to bind, the 
other Party in any way. 

18.7 Third party rights. Except as expressly set forth herein, this Agreement does not confer any rights 
on any person or party (other than the Parties to this Agreement and, where applicable, their 
successors and permitted assigns) pursuant to local law.

18.8 Dispute resolution procedure.  
(a) Either Party may call a meeting of the Parties by service of not less than five (5) Business 

Days' written notice and each Party agrees to procure that its’ authorized representative 
shall attend all meetings called in accordance with this clause.

(b) The members of the relevant meeting shall use all reasonable endeavors to resolve disputes 
arising out of this Agreement. If any dispute referred to a meeting is not resolved at that 
meeting then either Party, by notice in writing to the other, may refer the dispute to senior 
officers of the two Parties who shall co-operate in good faith to resolve the dispute as 
amicably as possible within 14 days of service of such notice. If the senior officers fail to 
resolve the dispute in the allotted time, then the dispute resolution procedure shall be 
deemed exhausted and the Parties shall be entitled to bring legal proceedings.

18.9 Change in Applicable Law: Where there is a change in law that cannot reasonably be mitigated 
by Masabi and that impacts provision of the Services (including the cost of providing the Services), 
Masabi shall notify the Customer and shall (i) be relieved of its obligations to supply the Services in 
accordance with the terms of this Agreement until the impact of the change in law on the Services 
has been assessed and agreed; and (ii)  be entitled to an increase in the Charges (to be agreed 
between the Parties via a written change order) as the result of the change in Applicable Law. 

18.10 Governing law. This Agreement and any dispute or claim (including non-contractual disputes or 
claims) arising out of or in connection with it or its subject matter or formation shall be governed by 
and construed in accordance with the laws of [insert as agreed with Customer].

18.11 Jurisdiction. Each Party irrevocably agrees that the courts of [insert as agreed with Customer] shall 
have exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this 
Agreement or its subject matter or formation (including non-contractual disputes or claims). 

THIS AGREEMENT has been entered into on the date stated at the beginning of it.

SIGNED by its authorized
representative for and on behalf of 
MASABI LLC

)

) 

) 

………………………………………

Name:……………………………… 

Title:……………………………….. 

Date:……………………………… 
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SIGNED by its authorized
representative for and on behalf of 
[insert Agency Customer name].

)

) 

) 

......................................................

Name:……………………………… 

Title:………………………………… 

Date:……………………………… 
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SCHEDULE 1
Justride Platform, Validation Hardware and Services

1 MASABI SERVICES

1.1 [insert] 

2 INITIAL PERIOD

2.1 The Initial Period shall be [insert] years.  
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SCHEDULE 2
Charges and Payment

[insert from Masabi’s Proposal] 

Note to the Agency – Masabi’s pricing in the Proposal sets out Masabi’s charges for:

1. Validation Hardware – Charges to be paid in full within thirty (30) days of the Validation 
Hardware order being placed. 

2. Pre-Go-Live Non-Recurring Fees – being Implementation Fees – i) thirty percent (30%) to 
be paid within thirty (30) days of Project Kick-Off (this Charge being non- refundable); and 
ii) remaining seventy percent (70%) to be paid in accordance with project milestones agreed 
between the Parties.   

3. Post Go-Live Recurring Fees, consisting of the following:

a. Fixed (ie non-variable) fees for (i) Justride Platform access fees; (ii) (where 
applicable) Justride Inspect (Embedded and/or Retail) license fees; and (iii) other 
monthly fixed fees (collectively the “Fixed Fees”).  The Fixed Fees are payable for 
each year (commencing on ‘go-live’ of the service to the Customer) annually in 
advance within 30 days from the date of ‘go-live’ and each anniversary thereof; and 

b. Variable fees, being the Masabi Transaction Revenue Share– being an agreed 
percentage of all gross Ticket revenue payable to Masabi on a monthly basis.
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SCHEDULE 3

Masabi SLA and Support Services

Masabi Support, SLAs, & Incident 
Management
version 4.5
January 09, 2026

© 2025 Masabi - All rights reserved
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Copyright Notice
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reproduced or transmitted in any form or by any means, electronic or mechanical, including photocopying, 
recording, or any information storage and retrieval system, without written permission of the publisher.

Artificial Intelligence Use Notice
Please note that the content of this Document is confidential and
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(ii) Masabi does not agree with the document content (or any part thereof) being input into any 
artificial intelligence tools for analysis in relation to the document’s content.
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1. Document Purpose
This document describes the service level guidelines for agencies for the overall monitoring, incident 
response, and escalation protocols employed by Masabi to monitor an Agency’s Justride Mobile Ticketing 
platform.

This document outlines the performance measurements for the entire Justride platform, its SDK, and 
critical path third-party providers. It will describe the definitions and terms used to monitor and respond to 
any performance-related issue and escalation protocols should any incident impact the normal operations 
of the Justride platform.

These guidelines apply solely to an Agency’s live production environment and do not cover other 
applications or environments, which, from time to time, may be made available to the Agency to review or 
test new features and functionality or which may be used to demonstrate features during a contracting 
process.

2. Introduction
Masabi provides a scalable, robust, responsive Incident Management process to administer an effective, 
highly redundant ticketing platform for large metropolitan agencies. It uses a combination of best-in-breed 
cloud hosting through Amazon Web Services (AWS) with multi-layered load balancing, immediate 
scalability, and high-level incidence response. As an additional measure, Masabi applies independent 
monitoring services to the components of the overall Agency mobile ticketing platform.
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3. Definitions
As used in this incident guidelines, the following capitalized terms will have the meanings defined here. In 
the event of any conflict between the definitions provided in this Incident Management Guide and those 
provided elsewhere, the definitions in this guide will control for purposes of this Incident Management 
Guide.

Dedicated Support & Service—Masabi has dedicated services and support personnel who are 
trained in Incident Response Management and who understand the protocols for triage, first 
response acknowledgment, troubleshooting, and problem resolution. Due to the criticality of 
servicing a solution with high-touch customer satisfaction and experience, this team is available 
365 days a year, 24 hours a day.
Emergency Maintenance – Refers to urgent, unscheduled maintenance required to resolve a 
critical issue or prevent imminent system failure or data loss. Emergency Maintenance may be 
initiated with limited or no advance notice and may fall outside normal maintenance windows. 
Agencies will be notified as soon as reasonably possible, and a post-event report will be provided 
if service is impacted.
Escalation—In addition, Masabi provides escalation and account management processes 
through a documented prioritisation, categorization, and resolution program. This program is 
focused on account management and communication and handling technical resolution, allowing
for internal agency communication and understanding.
External Service – Refers to any system, provider, platform, or technology component that is 
integrated into the Justride platform but is operated, maintained, or controlled by a third party 
external to Masabi. This includes payment processing platforms, tokenisation services, data 
analytics tools, and monitoring infrastructure, among others.
Formal Review and Reporting– Formalised Incident Reports are generated for any Incident that 
affects the level of service as agreed upon between Masabi and the Customer. An Incident Report 
involves teams across Masabi, including IT Operations, Support, Account Management, 
Engineering, Product Management, Engineering, and Quality Assurance.
Incident – An Incident is an unplanned interruption to the Justride service or reduction in the 
quality of the service, affecting the Agency or its end-user experience. Failure of any item, 
software, or hardware used to support a system is also an Incident, even if the failure has not yet 
affected or impacted service. For example, the failure of one component of a redundant, high-
availability configuration is categorized as an Incident even though it does not interrupt service.
Live Status Notifications– Masabi will notify agencies through the live status page and will 
display a status per component as well as top-level status calculated based on all affected 
components: I1 ‘Major Outage’; I2 ‘Partial Outage’; I3 = ‘Service Degradation’; and I4 = ‘Degraded
Performance’
Logging an Incident– If an incident should occur, an authorized Agency contact, using an 
Agency email account, will submit a support request using any of the methods as listed in the 
Support Guidelines documentation. If an acknowledgement is not received within fifteen minutes, 
the Agency has a secondary means of escalation through the Support IVR
Performance Uptime – In general, excluding Scheduled and Emergency Maintenance events, 
the Agency ticketing platform operates on a 99.95% uptime performance for Tier 1 Services and a 
99.9% uptime performance for Tier 2 Services. It was designed to be highly redundant, integrated
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with elastic load balancing, which can direct traffic to redundant servers in case of a failure or 
increase capacity during high volume processing times. Additionally, it is PCI compliant, and 
adheres to all agreed-upon standards for financial transaction processing.
Planned Maintenance – Refers to all maintenance activities that are identified and approved in 
advance to maintain, improve, or upgrade Masabi systems. This includes infrastructure upgrades, 
bug fixes, version rollouts, and configuration changes. Planned Maintenance follows Masabi’s 
change control processes and may or may not require system downtime.
Priority – Masabi’s Incident Management guidelines stipulate as a standard performance 
measurement a 4-hour resolution for a Priority-1 (P1) incident and an 8-hour resolution for a 
Priority-2 (P2) incident. Interim timeframes are stated for acknowledgment and assignment to give 
Customers an understanding that their issues have been received and are in the process of 
resolution.
Resolution - An incident is considered resolved when the fix is deployed to production and/or 
end-users are no longer affected by the incident. For incidents that require App releases, an 
incident is considered resolved when the release is submitted to the App stores, Apple or Google 
Play. Equally, SDK incidents will be considered resolved when the SDK revision has been 
updated. It will be assumed that if an app release is required, app releases required to fix P1 
incidents will be automatically accepted by the Agency; however, if the agency chooses 
deployment to UAT before production, the incident will be considered resolved when deployed to 
UAT.
Response Time—Masabi’s Response Time is formulated on a scale determined by the 
categorization of Incident Severity, which is measured by the degree of service limitation 
experienced by the Agency and other hosted customers. In addition, for Incidents relating to AWS 
services, which are critical for providing overall service availability, Masabi and AWS operate with 
a 60-minute Incident Management Response plan supported by Masabi’s own incident response 
time and processes.
Scheduled Maintenance – Refers to a subset of Planned Maintenance that involves a temporary 
service disruption or downtime. It is carried out within pre-agreed maintenance windows to 
minimize impact and is communicated to affected agencies in advance.
Severity – Agency’s incident categorization that correlates to Masabi’s Incident Priority. Incidents 
prioritised as P1 will be assigned a severity of, ‘Critical’; P2 = ‘High’; P3 = ‘Med’; and P4 = ‘Low’
Tier 1 Service – Describes the most critical components of the Justride system, directly impacting 
on the Agency’s ability to deliver transit services to passengers. These services are essential for 
travel and revenue generation, and their failure constitutes a severe disruption to the customer 
experience or transit operations. Examples include ticket purchase, validation, retrieval, activation, 
and key payment processing capabilities. These services are subject to the highest availability 
targets and receive the most urgent incident prioritisation (e.g., P1) and related response times.
Tier 2 Service – Describes the supporting functions that are important to operational efficiency 
but do not immediately interrupt travel or revenue when degraded. These services typically assist 
with system configuration, financial reporting, customer account management, or fare policy 
enforcement. While a failure may cause operational inefficiencies or customer support issues, 
transit can usually continue uninterrupted. These services are expected to achieve a strong 
availability target and are treated with high—though not critical—priority during incident 
prioritisation (e.g., P2) and related response times.
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Tier 3 Service – Describes non-critical features or tools that enhance system usability or reporting 
but do not affect fare transactions or service availability when unavailable. They include user 
interface components, analytics dashboards, help sections, and cosmetic aspects of the Hub or 
web portal. Interruptions in Tier 3 Services typically do not require immediate resolution and are 
assigned lower response priority (e.g., P3 or P4), with resolution timelines defined on a case by 
case basis.
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4. Roles and Responsibilities
Masabi and the Agency will designate individuals within each respective organization to perform the 
Incident Management tasks outlined in this guide. The Agency agrees to maintain and communicate the 
designated Incident Management roles as defined below.

Details of the designated parties and their contact details will be provided by the Project Manager.

4.1. Masabi Roles and Responsibilities
To ensure that incidents and requests are handled efficiently, Masabi has implemented a two-tier support 
structure that includes Masabi Support technical leads and Account Support leads available across 
numerous time zones.

4.1.1. Masabi Customer Support

Masabi Customer Support provides comprehensive customer and technical support during standard 
business hours. Masabi Customer Support is responsible for responding to inbound agency inquiries and 
tickets, troubleshooting with agency staff, and escalating issues to product engineering when required. 
Masabi Customer Support monitors all inbound support tickets, collects troubleshooting data that is 
helpful to development and quality assurance, and provides general answers to agency staff on common 
questions and functionality queries. Masabi Customer Support is supported by Masabi IT Operations 
Support for round-the-clock global support and response.

4.1.2. Masabi IT Operations Support

Masabi IT Operations Support operates 24 hours per day, 365 days a year. Masabi IT Operations 
Support has the primary goal of triaging, investigating, and resolving technical incidents per agreed SLAs. 
The Masabi IT Operations Support team can resolve complex incidents and provide effective 
workarounds that allow business operations to be resumed with minimal loss. Masabi IT Operations 
Support activities include, but are not limited to, the following:

Contacts Agency following the Agency escalation contact protocol.
Acts as a point of escalation for Incidents or ongoing issues.
Creates an agreed-upon process for updates and notifications during the Incident Time Frame and 
oversees the development of the official closing Incident Management Report.
Contacts the Agency IT for any requests to implement a system outage necessary for corrective 
action.
Provides detailed updates and explanations to the Agency and Account Support, as recorded within 
the Incident Management Suite, including the Incident Tracking and Monitoring log.
Collaborates with other secondary-tier engineers to formulate a resolution, temporary fix, or 
workaround via the raised record within the Incident Management Suite.
Ensures all development-related fixes are recorded within the Product Development specific JIRA 
space.
Collaborates with other Masabi resources to formulate comprehensive outage reports detailing the 
root cause, impact and mitigating actions to prevent recurrence.
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If required, attend regular incident review meetings with the Agency. The frequency of meetings will 
be as agreed per the Agency but shall be at least quarterly.
Once incidents are resolved, tests and provides confirmation of resolution.

4.1.3. Account Management

An Account Manager is assigned to each agency upon contract award.  The Account Manager is the day-
to-day owner of an agency and its contract with Masabi. The Account Manager is responsible for the 
relationship management and agency satisfaction with Masabi and the Justride platform. Account 
Management activities include:

Prime relationship management and contract management with the Agency.
Responsible for tactical weekly status reviews with stakeholders.
Collates and distributes performance, financial, and service reports.
Conducts regular stakeholder reviews with the agency for product strategy, account strategy, and 
customer satisfaction metrics.
Acts as the Agency coordination point for any critical performance or service level disruption.
Reviews financial performance and assists with the identification of additional ticketing channels 
and partnerships with other local agencies.
Manages ongoing maintenance of the live deployment and coordinates schedules of updates and 
new feature releases.
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4.2. Agency Roles and Responsibilities
To facilitate incident management performance, Masabi requests that an Agency designates specific 
internal owners of the Justride mobile platform, as recommended below.

4.2.1. Agency Justride Application Owner

A designated owner of the Justride platform, known to all agency staff and stakeholders. It is 
recommended that this person have decision-making authority for the Justride platform and release 
authority for Apps to be submitted to the Apps stores. This role is typically a Director of IT or Fare 
Collection.
Attends regular service review meetings with Masabi and, if necessary, attends incident review 
meetings. The frequency of meetings will be as agreed per the Agency but shall be at least 
quarterly.
Provides approval for any required outages that affect the system or product necessary to 
implement a corrective action.
Acts as a liaison between internal parties and Masabi for inbound and outbound incident reporting 
and coordination; coordinates internal team communication.
Notifies internal functions of the status of Masabi services
Notifies Masabi of any known hardware or operating system changes or updates.

4.2.2. Primary Agency Contact - IT Service / Customer Support Desk

Responds to the Agency’s customer-reported issues and submit Support Tickets on Agency's 
behalf to Masabi for investigation and resolution.
Acts as the single point of escalation for the Agency customer.
Manages and tracks any raised incidents or requests submitted to Masabi.
Raises known or discovered incidents through the Masabi Support process
Provides support to internal functions utilizing Masabi services.
Provides symptoms, investigatory information, and support for the Masabi Support function.
If required, attend regular incident review meetings with Masabi. The frequency of meetings will be 
as agreed per the Agency but shall be at least quarterly.
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5. Key Performance Indicators
5.1. KPI Methodology
Masabi defines System Uptime Performance around clearly articulated platform use cases, aligned to 
service criticality and operational impact. This approach ensures uptime and latency commitments are 
meaningful to day-to-day transit operations, transparent to customers, and resilient as the Justride 
platform evolves. Performance is defined against Tier 1 and Tier 2 Use Cases, as classified in the System 
Definitions Matrix (Section 7.3.3).

5.2. KPI Calculation Methodology

Masabi applies the 95th percentile (P95) methodology as the primary mechanism for measuring 
performance across the Justride platform. P95 is intentionally selected to represent the experience of the 
vast majority of users while filtering out extreme outliers that do not reflect normal operating conditions. 
This ensures KPIs remain both statistically robust and operationally meaningful.

Performance metrics are calculated over rolling 5-minute windows, providing a near real-time view of 
system behaviour during steady-state operations as well as periods of peak demand. This approach 
allows emerging degradation to be identified early, rather than being masked by longer averaging 
periods.

P95 performance metrics are complemented by Availability, Recovery Time Objective (RTO), and 
Recovery Point Objective (RPO) measures. Together, these KPIs provide a balanced view of:

Customer-facing experience (latency and responsiveness)
Operational resilience (service restoration)
Data integrity and durability (data recovery boundaries)

Application and Infrastructure KPI Calculations

The following calculations apply to Tier 1 and Tier 2 platform services under Masabi’s operational control:

Availability

Calculated as the proportion of time a service is operational within a reporting period.
Limited to P1 and P2 incidents only, ensuring KPIs reflect material service impact.
Scheduled and Emergency Maintenance windows are excluded from availability calculations.

Response Time

Measured as the P95 of API response times, calculated over rolling 5-minute windows.
For Tier 1 services, this metric reflects internal Masabi processing latency and is aligned with 

processing).

Recovery Time Objective (RTO)
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Measured from the point an incident is first detected, whether via automated monitoring or logged 
operational events, to full service restoration.
RTO defines the maximum allowable downtime by incident severity and underpins incident 
response SLAs.

Recovery Point Objective (RPO)

Measured from the timestamp of the most recent successfully committed transaction or data 
capture to the point of service disruption.
RPO defines the maximum tolerable data loss window and establishes recovery expectations 
following a service-impacting incident.

Frontend and Rider-Facing KPI Calculations

For rider-facing and retail-facing channels, KPIs are calculated using synthetic monitoring and real-user 
measurement techniques to reflect actual end-user experience.

Availability

Calculated as the percentage of uptime for customer-facing applications, including mobile apps, 
web portals, and retail channels.

Time to First Byte (TTFB)

Measures the elapsed time between a user request and the first byte of data being received by 
the browser or client.

Page Render Complete

Measures the elapsed time from request initiation until the page is fully loaded and rendered in the 
browser.

Total Time to Interactivity

Measures the elapsed time from request initiation until the page or application is fully interactive 
and usable by the end user.

These frontend KPIs are monitored independently from backend service metrics, allowing Masabi to 
distinguish between platform performance issues and client-side or network-related constraints.

End-to-End KPI Aggregation Across Use Cases

KPIs are calculated based on end-to-end outcomes, rather than individual service metrics in isolation. A 
single Tier 1 use case may traverse multiple Justride services and, where applicable, downstream 
providers.

For example:
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A ticket purchase KPI aggregates performance across authentication, entitlement provisioning, 
internal payment processing, and downstream PSP interactions.
Internal Masabi processing latency is reported separately from external PSP response times, 
ensuring transparency while maintaining clear accountability boundaries.

Where KPIs include external services, such as Payment Service Providers, Masabi explicitly separates:

Internally controlled processing performance, which is subject to platform KPIs and SLAs, and
Externally controlled latency or availability, which is monitored and reported but excluded from 
SLA breach calculations.

All constituent events are aggregated into a single, unified performance dashboard, providing clear 
visibility into both overall experience and underlying contributors.

5.3. Tier 1 Use Cases

Tier 1 Use Cases represent the most critical Justride platform capabilities. Any sustained degradation or 
outage directly impacts the ability to travel, validate, or collect revenue and is therefore subject to the 
highest availability and performance targets.

Tier 1 Use Case Primary KPI Target Notes

Ticket Validation (Mobile, 
Fixed, Gates)

Availability 99.95% Monthly Excludes Planned and 
Emergency Maintenance

Latency

Applies to barcode, account-
based ticketing, EMV tap 
processing and online 
validation requests

Sync Lag
P95 within defined 
thresholds

Validator sync to Justride 
backoffice

Recovery Point Objective Last Tap

Recovery Time Objective 4 Hours

Ticket Purchase
(All Payment Methods)

Availability 99.95% Monthly Degraded PSP performance 
excluded from SLA

Latency
Explicitly excludes PSP 
integration time

End-to-End Ticket Purchase 
Time

Reported for transparency 
only

Maximum End-to-End Ticket 
Purchase Time

Reported for transparency 
only

Recovery Point Objective Last Purchase

Recovery Time Objective 4 Hours

Payment Processing Availability 99.95% Monthly
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Tier 1 Use Case Primary KPI Target Notes

(Internal) Latency

Recovery Point Objective Last Purchase

Recovery Time Objective 4 Hours

SVA Top-Up Processing

Availability 99.95% Monthly

Latency
Explicitly excludes PSP 
integration time

Processing Lag
P95 within defined 
thresholds 

Validator sync to Justride 
backoffice

Recovery Point Objective 0 Minutes

Recovery Time Objective 4 Hours

ABT Tap Processing

Availability 99.95% Monthly

Sync Lag
P95 within defined 
thresholds

Validator sync to Justride 
backoffice

End-to-End Completion
P95 within defined 
thresholds

Recovery Point Objective 0 Minutes

Recovery Time Objective 4 Hours

ABT Fare Calculation
Availability 99.95% Monthly

Latency

EMV Tap Processing

Availability 99.95% Monthly

Latency
Excludes async EMV 
aggregation

Recovery Point Objective 0 Minutes

Recovery Time Objective 4 Hours

Rider Email Notifications
(Ticket Receipts)

Availability 99.95% Monthly
Degraded email delivery 
service performance excluded 
from SLA

Latency
Excludes email delivery service 
integration time

Platform Availability

Availability 99.95% Monthly Triggered on system-wide 
degradation

Recovery Point Objective 1 Hour

Recovery Time Objective 1 Hour

Justride Back-Office APIs
Availability 99.95% Monthly

Latency
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Tier 1 Use Case Primary KPI Target Notes

Recovery Point Objective 0 Minutes

Recovery Time Objective 1 Hour

5.4. Tier 2 Use Cases

Tier 2 Use Cases support configuration, reporting, customer service, and operational oversight. While 
degradation may introduce inefficiencies or increased manual effort, transit operations can typically 
continue.

Certain Tier 1 and Tier 2 use cases are asynchronous by design. For these services, performance is 
measured using bounded processing or synchronisation windows rather than real-time latency. Latency 
KPIs apply only where a service is on the synchronous rider or validator critical path.

Tier 2 Use Case Primary KPI Target Notes

Hub Config & Access
(Web)

Availability 99.9% Monthly

Latency P95 per use case
Due to the nature of Hub use 
cases, thresholds are defined 
per function

Customer Service 
Operations
(Search, Refunds)

Availability 99.9% Monthly

Latency

Financial Reporting & 
Data Access

Availability 99.9% Monthly

Latency P95 per use case 
Due to differing data reporting 
requirements, thresholds are 
defined per report

Recovery Point Objective 0 Minutes

Recovery Time Objective 24 Hours

Ticket Validation Offline 
Deny List

Availability 99.9% Monthly

Latency
Due to nature and use case of 
offline lists

Sync Lag
P95 within defined 
thresholds

Validator sync from Justride 
backoffice

Recovery Point Objective 0 Minutes

Recovery Time Objective 4 Hours

Asset & Validator 
Management

Availability 99.9% Monthly

Latency

Recovery Point Objective Last Tap
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Tier 2 Use Case Primary KPI Target Notes

Recovery Time Objective 4 Hours

Rider App
(Mobile)

Availability 99.9% Monthly

Total Time to Interactivity

Rider Portal
(Web)

Availability 99.9% Monthly

Time to First Byte

Page Render Complete

Total Time to Interactivity

Partner Portal
(Web)

Availability 99.9% Monthly

Time to First Byte

Page Render Complete

Total Time to Interactivity

EMV Debt Recovery

Availability 99.9% Monthly

Availability reflects job 
scheduling and execution 
capability, not continuous 
runtime.

Processing Lag
Within scheduled 
window

Typically processes overnight

ABT Token & Trip 
Management
(Adjustments, Migrations)

Availability 99.9% Monthly

Latency

Loyalty Reward 
Processing

Availability 99.9% Monthly

Processing Lag

Processing lag measures 
reward issuance within the 
platform. Visibility of rewards 
in rider-facing channels may 
be subject to client refresh or 
session state.

Voucher Code 
Management

Availability 99.9% Monthly

Processing Lag
Applies to all external voucher 
code sources

Sustained Tier 2 degradation impacting customer operations may be reclassified as Platform Degradation 
and escalated accordingly.
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5.5. Problem Management
Masabi operates a Problem Management process aligned with ITIL standards, ensuring that root causes 
of recurring or high-severity incidents are identified and addressed in a timely manner. The following table 
defines the maximum timeframes for each standard Problem Management activity:

Activity Description Timeframe
(after Problem Identification)

Problem 
Logging & 
Assignment

Problem record creation and ownership 
assignment 2 Business Days

Root Cause 
Analysis (RCA) Documented RCA for P1/P2 incidents 10 Business Days

Corrective/Preve
ntive Action 
Plan (CIP)

Action plan with remediation steps 15 Business Days

Action 
Implementation Execution of agreed corrective actions 30 Business Days (unless 

otherwise agreed)

Closure & 
Verification

Validation of effectiveness and closure of the 
problem record

5 Business Days post-
implementation

5.6. Non-Production System Uptime Performance
The Monthly Uptime Percentage for non-production environments (e.g., UAT) is 98.00%

Use Case Primary KPI Target Notes

Platform Availability

Availability 98% Monthly Triggered on system-wide 
degradation

Recovery Point Objective N/A

Recovery Time Objective N/A

Justride Back-Office APIs

Availability 98% Monthly

Latency

Recovery Point Objective N/A

Recovery Time Objective N/A
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6. Planned, Scheduled, and Emergency Maintenance 
Masabi classifies maintenance activities into three categories:

Planned Maintenance: Pre-approved maintenance activities designed to maintain or enhance 
system stability and performance. Planned Maintenance does not always require downtime.
Scheduled Maintenance: When Planned Maintenance involves temporary downtime, it becomes 
Scheduled Maintenance. These activities occur within predefined maintenance windows to 
minimize disruption and are communicated in advance to affected agencies.
Emergency Maintenance: Maintenance that must be performed urgently due to an unforeseen 
critical failure, security vulnerability, or system risk. Emergency Maintenance may occur outside of 
defined windows and with limited notice.

Term Downtime? Pre-Notification? Example

Planned 
Maintenance

Optional Yes
App upgrade rollout, 
infrastructure tuning

Scheduled 
Maintenance

Yes Yes (with specific time)
DB patch deployed during 
00:00 - 01:00 UK Time 
window

Emergency 
Maintenance

Likely No or limited
Hotfix for a security 
vulnerability; CPU overload 
mitigation

Standard Scheduled Maintenance Windows:

UK and EU Customers:  Between 00:00 and 01:00 UK Time
USA Customers:  Between 09:00 and 10:00 UK Time
Australian and Singapore Customers:  Between 16:00 and 17:00 UK Time

Masabi will always strive to minimize service disruption and notify agencies of any Scheduled or 
Emergency Maintenance as early as possible.
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7. Definition of an Incident
An Incident is an unplanned interruption to the Justride service or a reduction in the service's quality, 
affecting the Agency or its end-user experience. Failure of any item, software, or hardware used to 
support a system is also an Incident, even if the failure has not yet affected or impacted service. For 
example, the failure of one component of a redundant, high-availability configuration is categorized as an 
Incident even though it does not interrupt service.

An Incident occurs when the operational status of a production item changes from working to failing or 
about to fail, resulting in a condition in which the item is not functioning as it was designed or 
implemented. The resolution for an Incident involves implementing a corrective action to restore the item 
to its original state.

7.1. Incident Logging and Categorization Process
The priority and severity of an Incident are assigned during an initial triage, as displayed in the ‘General 
Process Flow Diagram’ figure below.

General Process Flow Diagram

The above-defined process flow handles all levels of Priority Status (P1 through P4). In most cases, 
incidents rated as P3 & P4 do not apply to core or support systems with high business impact, such as 
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the ability to purchase, store, validate, and activate tickets. For P3 and P4 incidents, a general 
workaround is known and can be applied with a change to behavior, and/or the incident is isolated to one 
or a very small proportion of end-users. P3 and P4 incidents will be tracked and monitored in an Incident 
Tracking and Monitoring log; P1 and P2 incidents are logged here if, and only if, there are no short-term 
resolutions available.

7.1.1. Incident Notification Types
There are three channels for Acknowledging Incidents: email or phone call.

Notification Type Frequency Details

Live Status Page 
(recommended) All P1-P2 Incidents

All subscribers to this service will be notified when 
a P1 or P2 incident occurs.

Email Every P1- P4 incident
An email will be sent to the ticket's original 
submitter. Support can request that an email be 
automatically cc’ed in addition to this.

Phone Call
For inbound reporting of 
every P1-P4 incident

Scheduled conference calls for group 
communication and follow-up on Incidents with 
agencies.

7.1.2. Incident Logging and Categorisation
7.1.2.1. If Masabi Identifies a P1 or P2 Incident

Masabi’s Justride system monitoring will immediately identify many incidents.  Should Masabi 
Support receive an alert that may indicate a P1 or P2 Incident, the engineer on-call will conduct 
the following:

1) Test the Service
a) Is it available?
b) Is it potentially a system-wide outage?
c) Are key services responding?
d) Can a ticket be purchased?
e) Does redeploying service resolve issues?

2) Escalate
a) Use instant internal messaging systems at Masabi to seek escalation and 

resolution guidance.
b) Inform Masabi Account Services who will:

i) Inform Agency Point of Contact(s)  
ii) Keep the Agency Point of Contact Informed via email  

c) Initiate Technical Escalation Process
i) Functional Experts:

(1) Retail - Engineering (on-call)
(2) Inspect - Engineering (on-call)
(3) Hub - Engineering (on-call)
(4) SDK - Engineering (on-call)
(5) Hardware - Engineering (on-call)
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ii) VP of Engineering
iii) CTO

7.1.2.2. If the Agency Identifies a P1 or P2 Incident
If the Agency encounters a fault with its service, product, or system, It will submit a request to 
Masabi Support by following the steps below.

Report the incident via any of the channels recommended in Masabi’s Support guide for agencies, 
confirming the system or product, the symptoms experienced, and, where possible, the number of 
users affected. Important: Emails should be sent from an official Agency email account to validate 
the inbound request.

If an acknowledgment of the email is not received within 15 minutes, the Agency should call Masabi 
Support via the Support IVR provided in Support Guidelines Documentation. An on-call member of 
the Masabi Support team will be alerted following the P1 or P2 alerting channels.

The Agency will follow its contact protocol to notify the affected operational areas.

Once the issue has been communicated to Masabi by email, Masabi’s Support Management Suite 
will automatically create an Incident ticket corresponding to ITN and Incident Record and alert the 
necessary Masabi Support staff. The incident notification will contain the information the Agency 
provided, an ITN, and notes from Masabi Support once triage has commenced. The support 
representative will create an incident ticket with the corresponding ITN and Incident Record if the 
incident is communicated by phone.

7.1.2.3. For All P1 and P2 Incidents
When alerted, the Masabi IT Ops Tier-One team will begin triaging the issue or incident and 
assigning a priority based on the detail that the Agency has provided or from Masabi’s automated 
monitoring systems. To further Masabi’s progress in triaging or investigating the incident, Masabi 
may conduct a conference call with the relevant parties to discuss in detail the symptoms, impact, 
suspected cause, and any known resolutions or temporary workarounds.

Should the investigation prove that the incident is complex or a resolution cannot be found in a 
timely manner, the incident will be escalated to subject-matter experts within Masabi. For example, 
if the issue is with the payment process, Masabi Support will immediately notify Masabi’s Payments 
Team members.

If the incident originates with an External Service, Masabi will initiate contact with the provider 
(where applicable) and provide advisory updates to the Agency. However, resolution timelines and 
control are limited. These incidents will be tracked but may not count toward Masabi SLA 
thresholds.

7.2. Incident Categorization
Once initial logging is complete, Masabi Support or the on-call engineer will categorize the Incident and 
define the impact level. Categorization of the incident is a factor in determining the prioritization, the level 
of effort required for the Incident Resolution and response plan
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The table below represents the Incident Categorizations.

Incident Category Description

Customer Retail App Incident Customer application not available to end-users.

SDK Incident Ticket purchasing via the SDK service is unable to provision new tickets

Hub Incident Outage that affects the Hub back-office but no customer-facing 
components.

Validation Incident
Affects the Inspect app, handheld validation, onboard validators or gate 
kits. Please refer to the Hardware policy for more information on custom 
hardware integrations. Affects the Inspect app and electronic validation.

Payment Incident Outage that prevents purchases and/or refunds, but does not impact 
activations, Hub, etc.

Digital Wallet Incident Purchases of new tickets using a digital wallet e.g. Apple Pay are unable to 
complete purchases

Ticket Usage Incident
Accessibility or outage which affects prior ticket purchases or activation 
which affect a widespread customer base (e.g. not a user error on a single 
ticket activation).

Full System Outage No system components available to agency staff or end users.

Platform Degradation Justride system components remain operational but below expected 
performance thresholds or time-outs exceed standard expected levels

External Services Incident

Includes outages or performance issues from third-party systems 
integrated with Justride, such as payment processors, tokenisation 
platforms, monitoring systems, or external data infrastructure. Masabi will 
provide advisories and work to escalate resolution but cannot guarantee 
recovery times. SLA commitments do not apply to these services.

Uncategorised Defect Any other anomaly that is not classified in one of the above.
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7.3. Incident Prioritisation
The priority (P-Value) of an incident is assigned during the logging and categorization (triage) phase; the 
priority level is determined by the level of impact or service limitation experienced by the Agency.

Support or the on-call engineer will perform an impact analysis on the Incident and define an Incident 
Response Plan. Masabi Support will contact the Agency through the original submitter of the ticket.  
Additionally, if P1 or P2, all agency subscribers will be notified via the Live Status service. The support 
request or alert will also have an Incident Categorization assigned as per the categories stated above.

To assess a P1 or P2 priority level, during Masabi triage, it is expected that the reported incident is 
reproducible and to have received multiple occurrences of the same reported incident, e.g., verification of 
a single payment failure that is not due to insufficient funds or typos in credit card details. If an incident is 
not reproducible, there are an isolated number of reports, or the incident only impacts support or minor 
systems, it should be classified as P3.

To define the level of impact, Masabi will measure the data in the present and compare it to the same 
measurement in a comparable period of time in the past; for example, 30% of total transactions have 
failed between 9:00-10:00 AM UTC at the beginning of the month versus 0% transactions failed at the 
beginning of the previous month. 

7.3.1. Impact Values
I1 – “Service” affected more than 5% of criteria for analysis (users/payments/events)
I2 – “Service” affected less than 5% of criteria used for analysis (users/payments/events) but more 
than 1%

I3 – “Service” affected less than 1% of the criteria used for analysis (users/payments/events)

I4 - “Service” issue isolated to one or a very small proportion of criteria used for analysis 
(users/payments/events). However, functionality may remain with a workaround.

7.3.2. System Definitions
Masabi looks at the area of the Justride platform and its components to address the Priority and Impact 
levels. The following are the categories with examples of the functions Masabi uses for priority 
assignment:

Tier 1 Services - Ticket Validation, Purchases, Scanning Share

Tier 2 Services - Financial Data, Data access, e.g., TVD, Assets, reports, Hub CS Primary 
functions

Tier 3 Services - UI, Analytics, Reports, Hub Non-revenue related actions

External Services- AWS Infrastructure, Payment Processors, Tokenisation Platforms, Monitoring 
Systems, and External Data Reporting Infrastructure.

Use the ‘Service Classification’ section to understand how each Justride deployable maps to its 
equivalent service tiering.



24

Supporting Justride Agencies and Riders

7.3.3. System Definitions Matrix
The following is a non-exhaustive list used for priority assignment provided for information purposes. 
Masabi reserves the right to modify this table. For any assignments which are not covered, please contact 
the Support team. This is provided for informational purposes. Masabi reserves the right to modify this 
table.

Incident Category Tier 1 Services Tier 2 Services Tier 3 Services

Retail (Mobile)

Login and Access Ticket
Purchase with each 
payment method
Ticket Retrieval and 
Display
Ticket Activation & 
Validation
SVA Payment Top-up
Ticket Purchase with 
Saved Cards

Ticket Refunds
User Verification (no 
guest accounts)
Ticket Subscriptions
Recurring Payment Top-
up Management

External Links
User Verification (guest 
accounts)
UI anomaly

Retail
(Web Portal)

Login and Access Ticket
Purchase with each 
payment method
Download Paper Ticket
Account Setup
Web-Mobile sync
SVA Payment Top-up
Ticket Purchase with 
Saved Cards

Manage Customer 
Account
Ticket Subscriptions
Recurring Payment Top-
up Management

User Interface Profile
FAQs Access
Download Receipts

SDK / API

Ticket Provisioning
Ticket Purchase
Ticket Retrieval and 
Display
Account Authentication
SVA Payment Top-up

Ticket Refunds
Ticket Subscriptions
Recurring Payment Top-
up Management
External ABT and cEMV 
Fare Calculations

User Interface

Hub
Machine Login (validation 
affected)
Asset Management

Financial Reports
Machine Login 
Management
Tariff Configuration
Entitlement Provisions
Access and Login
Customer Services
Search Customer
Refunds

Data extracts download
Analytics Dashboard 
Availability
Pattern Fraud Detection 
(If included)
Bulk Transactions

Validation (Mobile)
Ticket Validation 
Validation data sync
(scans/deny/block lists)

Authentication 
Watermarking
Record and manage 
Barcode Ticket Scan 
Records
Ticket Scan Actions

Metadata
User Interface 
Preferences

Validation (Fixed)

Ticket Validation 
Validation data sync
(scans/deny/block lists) 
Gates & Spot checks

Authentication 
Watermarking Passback 
Control
Record and manage 
Barcode
Ticket Scan Records

Metadata
User Interface

Payments 
(Internal) Payment Processing EMV Aggregation

EMV Debt Recovery N/A
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Incident Category Tier 1 Services Tier 2 Services Tier 3 Services
Full System 
Outage All Services N/A N/A

External Services Payment Processing via 
PSP

Email Notifications Email 
Receipts Zendesk AWS SQS

Uncategorized 
Defect Any uncategorized defect Any uncategorized 

defect
Any uncategorized 
defect

7.3.4. Mapping of Incident Categories to Justride Deployables

To strengthen prioritisation, ownership, and operational clarity, all use cases defined within the System 
Definitions Matrix have been mapped directly to the corresponding Justride deployables. This mapping 
creates a single, authoritative reference that links each customer-facing capability to the underlying 
services, components, and runtime deployables responsible for delivering the capability across Justride.
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Tiering Deployables

Tier 1

ABT
fares/postman-pat
fares/abt-online
fares/fare-calculation-request-builder
fares/fares
fares/fares-http-bridge
fares/fares-updater
tokens/sva-engine
tokens/tap
tokens/tokens-engine
trips/scan-mapper
trips/tap-builder
trips/trip-builder

API Gateway
developer-tooling/api-event-gateway
back-office/platform-services/krakend
retail-server/edge

Authentication
back-office/auth/auth
back-office/auth/auth-2 

Configuration
hub-backend/brand-config
launch-ops/configuration-data

Monitoring
oe/grafana-agent

mTickets
partner-portal/trshttpbridge
retail-server/accounts-http-bridge
retail-server/entitlements-http-bridge
retail-server/google-wallet-integration
retail-server/rider-service
retail-server/server
retail-server/vendor-ticketing/trs

Payments
payments/apl
payments/forc
payments/mpg
payments/wph

Platform
back-office/platform-services/civet

Retail
retail-client/web-portal
retail-client/websales-client

Validation
validation-backend/metadata
back-office/transaction-processing/tvd



27

Supporting Justride Agencies and Riders

Tiering Deployables

Tier 2

ABT
tokens/migration-engine
trips/trips-correction

Data, Analytics & Reporting
data/data-store
data/elastic-butler-lambda
data/rapport

EMV
payments/emv
payments/emv-engine/emv-abt-adapter
payments/emv-engine/emv-auth-capture
payments/emv-engine/emv-common-infra
payments/emv-engine/emv-debt-recovery
payments/emv-engine/emv-deny-list
payments/emv-engine/emv-fare-aggregator
payments/emv-engine/emv-first-hour-charge-collector
payments/emv-engine/emv-first-ride-recovery
payments/emv-engine/emv-mpg-bridge
payments/emv-engine/emv-nominal-auth
payments/emv-engine/emv-scan-router
payments/emv-engine/emv-stats

Hub Customer Service
hub-backend/hub-backend
hub-backend/hub-cs
hub-frontend/hub-app
hub-backend/bulk-upload
retail-client/in-app-messages
rider-communication/banners

Partner Portal
retail-server/partner-portal
partner-engineering/auto-pass-issuing
partner-portal/create-token-http-bridge
partner-portal/login-fe
partner-portal/partner-portal-fe
pattern/pattern-action
pattern/pattern-detector

Retail
retail-client/universal-ticket
retail-server/notification-service
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Tiering Deployables

Tier 3

ABT
fares/extprice-simulator

Data, Analytics & Reporting
data/analytics-bridge

Monitoring
developer-tooling/deployments-tracker

Validation
eval/audit-log-ingest-pipeline
eval/avl-decorator
eval/gtfs-poller
eval/iot-avl-context-forwarder
validation-apps-and-middleware/ticketcheck
validation-backend/lbs-clipper

7.3.5. Priority Assignment
Below are the priority assignment criteria that Masabi and the Agency use to classify the priority of an 
Incident.  Tier 1 to Tier 3 Services apply only to services under Masabi’s control.

Tier 1 
Services

Tier 2 
Services

Tier 3 
Services

I1 – “Service” affected more than 5% of criteria for analysis 
(users/payments/events)

P1 P2 P3

I2 – “Service” affected less than 5% of criteria used for analysis 
(users/payments/events) but more than 1%

P1 P2 P3

I3 – “Service” affected less than 1% of criteria used for analysis 
(users/payments/events) or service
disruption is intermittent

P2 P3 P4

I4 - “Service” issues isolated to one or a very small proportion of 
criteria used for analysis (users/payments/events) or functionality 
may remain with a workaround.

P3 P3 P4

7.3.6. Target Response Times
Detailed below are the Incident Management targets for Masabi and the Agency; all timings are 
calculated from the moment the support request (Agency or automated) is received by Masabi’s Support 
function.

Standard Support specific to the maintenance schedule covered in this Agreement are as follows:

Standard support: 9:00 am UK to 12:00 am UK. Monday – Friday
Email address for standard support: support@masabi.com
Emails for standard support received outside of office hours will be raised in our automated ticketing 
system. However, no action can be guaranteed until the next working day.
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Priority 1’s raised outside of support hours by following our Critical support process will be actioned on a 
24/7 basis.

Masabi 
Priority

Acknowledgment
Prioritisation 

Within
Guaranteed 

Response
Status Updates

Escalation/ 
Assignment4 Resolution1 

P1 15 Minutes 25 Minutes < 60 Minutes 30 mins 30 Minutes 4 Hours

P2 15 Minutes 60 Minutes < 4 Hours 60 mins 60 Minutes 8 Hours

P3 15 Minutes 24 Hours < 12 Hours As Defined3 1 Business Day As Defined3

P4 15 Minutes 24 Hours < 24 Hours As Scheduled2 3 Business Days As Scheduled2

1. Resolution times are defined as the maximum time in elapsed minutes from the initial support 
request (e.g., total time) and include time allocated to the prior stage

2. As defined by the resolution plan agreed between Masabi and the Agency. Masabi will provide a 
working plan for a P3 incident which provides a timeline within 5 working days of the escalation 
and assignment. Total resolution time is based upon a number of factors that will be negotiated in 
good faith with an agency e.g. assigned to a specific app release on specific future schedule, 
providing an alternative workaround, and prioritisation of development resources.

3. As scheduled, pending requirements and evaluation are performed on a case-by-case basis.

4. Incident response plans (corrective action plans) are determined based on the assigned priorities 
and severities. The assigned priority dictates the time Masabi will provide the Agency with the 
details of their planned corrective actions. For example, “Priority” (P) P1 issues are responded to 
within a guaranteed response of <60 minutes.
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7.4. Quick Reference Priority Assignment Examples
The following is a matrix providing a quick reference to help define priority levels for the most common 
categories..

Critical - P1 Urgent - P2 Normal - P3 Low - P4

Resolution: 4 hours 
Guaranteed Response :
<60 mins

Resolution: 8 hours
Guaranteed Response: 
<4 hrs

Resolution: As Defined
Guaranteed Response: <12 
hrs

Resolution: As planned.
Guaranteed Response : <24hrs

Example Scenarios

Tickets cannot be 
purchased or validated 
for high
% of customers
Outage on all systems
Scanned Tickets not 
syncing on DB

Tickets cannot be 
purchased or validated 
for low
% of customers
Hub site is down, 
affecting primary CS 
functions, i.e,. refunds

Tickets cannot be 
purchased by a handful 
of customers
Can’t download 
financial report
Unable to send a 
receipt
Unable to view In-App 
Help Section

Minor cosmetic issue.
Hub dashboard has data 
errors
Unable to download 
validation report
Cannot pay using digital 
wallet (must enter card 
details)

7.5. Incident Escalation Overview
Masabi provides an Incident Management Process that offers 24/7 coverage 365 days a year. Masabi's 
primary goals are triaging, investigating, developing corrective action plans, and resolving incidents per 
stated service level agreements (SLAs).  To ensure that Incidents and support requests are handled 
efficiently, Masabi has a Support and Incident escalation management program that quickly addresses 
high-priority issues (P1-P2) while also providing more generalized support ticket response management 
(P3-P4 and other general inquiries).

7.6. Response Process
Any Agency support requests should be raised through the proposed channels by the Agency’s 
authorised contacts. If the incident is perceived as a P1-P2, please call the support IVR or email 
criticalsupport@masabi.com. Receipt of this email will trigger the Incident handling and tracking 
mechanisms to ensure a support engineer is assigned to triage and address the support request. 
Similarly, when Masabi’s automated monitoring systems indicate a possible system outage; this will also 
trigger the Incident handling and tracking mechanisms to assign a support engineer. If the Agency has 
not received an acknowledgment within 15 minutes of emailing the Masabi Support email address, the 
Agency should call the support number listed on the Masabi Help Center.

Additionally, in either case, once the Incident Priority and Category have been established, the Agency 
escalation contact protocol should be followed to allow the Agency to inform the affected operational 
departments quickly.

7.7. Incidents Resolved by Release
These Incident Response Guidelines apply as much as Masabi is in control of the service's 
deployment/release. For example, Masabi is unable to provide guarantees for App store approvals and 
release times as they are in the hands of Apple and Google, respectively.
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8. Incident Tracking and Monitoring
For all incidents, Masabi Support will generate an Incident Tracking Number (ITN) from Zendesk 
(Masabi’s Incident Monitoring Suite) that is assigned to the incident record, incident log entry, and 
incident response plan. The ITN number is used for any follow-up referencing and for Tracking and 
Monitoring the status of corrective actions. The Incident Tracking and Monitoring log will be reviewed 
during the regular service review meetings.

9. Incident Closure
Once the Agency and Masabi have confirmed the incident has been resolved, the incident record will be 
closed, and the status of the incident log entry will be changed to resolved/closed. Additionally, the below 
steps shall be followed.  Please note if the Agency has not received confirmation from Masabi Support. 
Still, Masabi has documented that the incident has been resolved and service has resumed, the incident 
record will be closed, and the Agency will be notified:

When the incident has been resolved, the incident record will be updated, and the Agency will be 
notified.
Upon resolution and closure, the Masabi Support function will review the incident. Should its 
nature appear within a trend, the incident will feature within Masabi’s reporting system. The 
incident will also form a record within Masabi’s Problem Management Process, leading to 
consideration for further enhancement to the product or system.
If any downtime or system outage is encountered, a full report will be provided to the Agency 
within ten (10) business days, detailing the root cause, steps taken to resolve, and measures 
implemented to deter a repeat occurrence. The time to develop the full Incident Report is 
determined by the severity of the problem and the level of investigation, if development is 
required, and platform-wide impact. The Incident Report is the official recording of the Incident 
Management Process and Resolution; however, it is not the only communication during an 
incident timeline.
During an incident, customers can expect to receive frequent updates on the cause, steps being 
taken in the troubleshooting process, updates on new information that may affect the outcome, 
and standard stakeholder briefings. Masabi will work collaboratively to define the communication 
interval best suited to the incident category and prioritisation. For P1 and P2 category events, 
Masabi will communicate updates at regular intervals.

10. External Service Exclusions from SLAs
Masabi integrates with External Services to deliver critical and supporting system functions; however, it 
does not have administrative control, operational visibility, or SLA enforcement authority over them. 
Therefore, performance degradations or outages affecting these External Services are excluded from 
Masabi’s SLA commitments. Masabi commits to proactively monitor, log, and escalate issues with 
these providers where possible and will communicate advisories to Agencies as appropriate.

Notable External Services include (but are not limited to):

Payment Service Providers (PSPs): Chase, Cybersource, Littlepay, Moneris, MPGS, Vantiv, 
Worldpay
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Authentication & Card Tokenisation: Auth0, TokenEx
Retail Top-Up Partner: Incomm
Communication, Monitoring & Alerting Tools: Mandrill (Mailchimp), Twilio, Rapid7, Grafana
Data Infrastructure & Reporting Tools: Elastic Search, Cumul.io, Luzmo
Cloud Infrastructure:  AWS

11. Deviations from Standard Support Service Terms
This section covers any specific deviations that are being provided that are not part of the standard 
agreement.  If applicable, specific deviations will be represented in relevant contractual documents.



Supporting Justride Agencies and Riders

1 

SCHEDULE 4

Validation Hardware IAT Procedure

Masabi Hardware:
JRV Installation Acceptance Test (IAT) Procedure

Document Number: DT1-0011

Version: 02

Date: 2026-29-01

CONFIDENTIAL



Supporting Justride Agencies and Riders

2 

Revision History

Author Version Date Details of Change

CB 01 2020-04-01 Initial Release

KW/BL 02 2026-29-01 Revised Release

Copyright
Copyright Masabi LLC 2026. All rights reserved. No part of this publication may be reproduced or transmitted in 
any form or by any means, electronic or mechanical, including photocopying, recording, or any information storage 
and retrieval system, without written permission of the publisher.

Table of Contents
Section 1 - Introduction 3

1.1 Purpose 3
1.2 Objective 3
1.3 Prerequisites 3
1.4 Process Outline 3
1.5 Conventions 3
1.6 Safety Precautions 4
1.7 References 4

Section 2 - Graphical Display Screens 4
Section 3 - IAT Test Cases 5

3.1 Test Case 1 – Visual Inspection 7
3.2 Test Case 2 – Power-On Self-Test (POST) and Configuration 8
3.3 Test Case 3 – Mounting 9
3.4 Test Case 4 - JRV Sound Check 10
3.5 Test Case 5 – Internet and Back-Office Connection 10
3.6 Test Case 6 – Mobile Barcode Ticket: Valid 12
3.7 Test Case 7 – Paper Barcode Ticket: Not Valid 13
3.8 Test Case 8 – Mobile Barcode Ticket: Reduced Fare 14
3.9 Test Case 9 – DESFIRE Smart Card Ticket 15



Supporting Justride Agencies and Riders

3 

Section 1 - Introduction
The Justride Validator (JRV) is a multi-format validator that is designed for transit environments and will be 
deployed by Masabi in various locations around the world. When furnished with an Internet connection, and 
provided with a suitable power source, the JRV can be used to validate barcodes and NFC media. 

The Installation Acceptance Test (IAT) procedure contains, herein, the necessary instructions, steps and scripts to 
follow in order to approve and commission a successful installation of a JRV. 

1.1 Purpose
The purpose of the IAT is to approve the successful installation of the JRV and verify that it fulfils the requirements 
set by the customer and Masabi.

1.2 Objective
The objectives of the IAT are to:

Confirm that ticket validation functions correctly with all ticket types.
Confirm connectivity and expected behaviour between the JRV and the Masabi back-office via a wired 
Ethernet connection to the Internet.
Confirm that the JRV is fit for validation.

1.3 Prerequisites
To complete the IAT the following prerequisites are required:

Installed JRV
Communication with the Internet (Masabi back office) available via Ethernet
Paper Configuration Barcode 
Mobile Ticket Barcode
Paper Test Barcode
Smart Card Ticket
Access to the Hub via a Computer

1.4 Process Outline 
The IAT process is split into a set of tests as detailed below.  The procedure includes the necessary instructions to 
confirm the correct installation and ticket validation functionality of the JRV.  Each of the test cases is designed to 
focus on a particular aspect or function of the validation solution and should be completed as per the stated 
instructions with the results recorded in the IAT-R. If all Test Cases within this document pass, then the IAT passes. 

1.5 Conventions
Throughout this document the following format will be used for notes and important information:

Important: Mandatory and important notes that must be fulfilled

Note: Important notes regarding mandatory requirements that may affect correct operation but do not present a 
safety risk or danger of damage to equipment. 
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Recommendation: A non-mandatory addition to the instruction intended to highlight methods of completing 
actions that were previously found to be the most efficient or easiest.

Throughout this document Masabi’s Customer will be referred to as “the Agency”, transit riders or End Users  of 
the Agency will be referred to as “Cardholders”.

1.6 Safety Precautions 
No particular safety hazards identified. Please ensure that all safety precautions required in the location and 
situation that the test is completed in are adhered to

Glossary

Note: Part and assembly names will be defined in the Orientation Section of this document.

Acronym Definition

cEMV Contactless EMV

EMV Europay Mastercard Visa

HW Hardware

IAT Installation Acceptance Test

IAT-R Installation Acceptance Test Record

JRV Justride Validator

N/A Not applicable

PCI Payment Card Industry

SAM Secure Access Memory

TBA To be announced

1.7 References

Doc # Reference

DT2-0010 JRV Installation Acceptance Test Record (IAT-R) (latest issue)

DP3-0001 JRV PCI HW Compliance Plan (latest issue)

Note: The JRV Electronics Enclosure contains a cEMV reader. If the JRV is to be used in a 
deployment which handles cEMV cards, or may in the future, applicable PCI handling 
procedures must be adopted and adhered to. In these cases, ensure that all handling is 
completed in accordance with the requirements laid out in the latest revision of DP3-0001 
- JRV PCI HW Compliance Plan. Contact Masabi for further details.

Note: All documents can be requested via support@masabi.com  
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Section 2  - Graphical Display Screens
These are the only messages that will be displayed during the demonstration. 

Image Accompanying Text Message Description 

Positive Message

Valid Message used for instances when 
the ticket presented is valid for 
travel.

Not valid Message

Not valid Message used for instances when 
the ticket presented is not valid 
for travel.

Check Message

Show ID Message used for instances when 
a ticket with an entitlement (e.g. 
reduced fare) presented is valid 
for travel.

Ready Screen

Scan your ticket Screen used when awaiting ticket 
media.

Section 3  - IAT Test Cases
This section details the tests which form the IAT in their intended order. The purpose, objectives, prerequisites and 
the instructions to complete the test are detailed. 

Test Case 1. – Visual Inspection
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Test Case 2. – Power-On Self-Test (POST) and Configuration

Test Case 3. – Mounting

Test Case 4. – JRV Sound Check

Test Case 5. – Internet and Back-Office Connection

Test Case 6. – Mobile Barcode Ticket: Valid 

Test Case 7. – Paper Barcode Ticket: ‘Not Valid’ 

Test Case 8. – Mobile Barcode Ticket: Warning

Test Case 9. – DESFIRESmart Card Ticket
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3.1 Test Case 1 – Visual Inspection

Purpose To verify that the JRV is undamaged and has not been tampered with

Objectives Confirm that the JRV is not damaged and has not been tampered with

Mandatory PCI Requirement: Any suspicion of tampering must be reported 
to Masabi immediately. The unit must not be used. Follow the procedure as 
described in DP3-0001 Masabi Hardware: Justride Validator (JRV) Payment 
Card Industries (PCI) Hardware Compliance Plan. 

Approximate 
Required Time

3min

Prerequisites/ 
Preconditions

Installed JRV

Procedure Start with the JRV Electronics Enclosure removed from the Mounting Kit. 

1) PCI tamper inspection
a) Check that Card Reader is present behind transparent 

SIM/SAM Cover at the bottom of the unit and Serial 
Number is consistent with Documentation

b) Check for any marks, such as scratches, etc. that may 
indicate that the JRV Electronic Enclosure has been opened.

c) Check for any unnecessary additional or suspicious wiring
2) Mount JRV Electronics Enclosure onto the JRV Mounting Kit
3) Checking for damage

a) Check if JRV Electronics Enclosure is flush with the JRV 
Mounting Kit.

b) Check for any unacceptable marks on the front glass of the 
JRV and on the plastics

Expected Results 1) JRV has not been tampered with
a) Card Reader is present
b) No marks that indicate that JRV was opened are present
c) No suspicious wiring present

Mandatory PCI Requirement: Otherwise follow DP3-0001. 

2) JRV Electronics Enclosure flush with the JRV Mounting Kit
3) No damage

Pass/Fail Criteria The test passes when all steps listed above are noted as passed.

Results Results are to be recorded within the IAT-R.
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3.2 Test Case 2 – Power-On Self-Test (POST) and Configuration

Purpose To verify that the JRV passes POST on initial power-up after installation

Objectives Confirm that the JRV  passes POST and is ready for functional testing

Approximate 
Required Time

2min

Prerequisites/ 
Preconditions

A JRV connected to the Internet via Ethernet that has successfully 
passed Test Case 1
Configuration Barcode (if unit not already logged in)

Procedure Start with the JRV in the powered down state, apply power and observe 
the booting process. Present the appropriate Configuration Barcode for 
the vehicle when prompted by the unit. 

Expected Results 1) The JRV screen will show a Justride logo and progress bar
2) The progress bar will move to show progress and the LED in the 

camera cone will turn on
3) The screen will briefly change to a black screen with a clock and 

loading message
4) The display will then show an information screen detailing the 

brand, username, IP address. No fault codes are displayed on the 
screen. 

5) The display message will read ‘Scan Config Barcode’. Note: This 
screen will not show if the unit has previously been logged in. Skip 
step 6)

6) Present the correct log in barcode for the unit. A beep will sound to 
indicate a valid barcode. Not necessary if the unit has previously 
been logged in.

7) After a short wait, the screen will show the ‘Scan your ticket’ screen.

Pass/Fail Criteria The test passes when all steps listed above are noted as passed.

Results Results are to be recorded within the IAT-R.

3.3 Test Case 3 – Mounting

Purpose To verify that the JRV is mounted correctly and securely
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Objectives Confirm that the JRV is mounted securely onto the Stanchion and the 
JRV Electronics Enclosure is attached correctly to the JRV Mounting Kit. 
and JRV is reliably powered.

Approximate 
Time Required

1 min

Prerequisites/ 
Preconditions

The JRV has successfully passed Test Case 2.

Procedure 1) Ensure that the JRV Lock is in the locked position and the Key is 
removed

2) Place a hand on the bottom of the JRV Electronics Enclosure and 
push upwards towards the display, i.e., in the same direction as an 
unlocked JRV would be pushed to remove the JRV Electronics 
Enclosure. Check if it slides and/or loses power/reboots

3) Attempt to move the JRV relatively to the stanchion. Check for 
unacceptable play between the JRV and the stanchion

Expected Results 1) JRV is locked in position and the Key is removed
2) JRV does not slide. JRV does not reboot or lose power, as observed 

by monitoring the JRV Display.
3) JRV is securely attached to the stanchion. Neither Stanchion nor JRV 

moved.

Pass/Fail Criteria The test passes when all steps listed above are noted as passed.

Results Results are to be recorded within the IAT-R.
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3.4 Test Case 4 - JRV Sound Check

Purpose Verify that the JRV beeps once during startup and boot

Objectives The JRV should beep only once during the startup and boot process.

Approximate 
Time Required

2 min

Prerequisites/ 
Preconditions

The JRV has successfully passed Test Case 3.
The JRV should be connected to the power source.

Procedure Start with the JRV in the powered down state, apply power and observe 
the booting process. 

Wait until the Power-on Self-test is completed and you hear a single 
beep.

Expected  Results The JRV will emit a single beep to indicate it has completed the Power-on 
Self-test.

Pass/Fail Criteria The test passes when all steps listed above are noted as passed.

Results Results are to be recorded within the IAT-R.

3.5 Test Case 5 – Internet and Back-Office Connection

Purpose To verify that the JRV is logged in with the correct credentials for the 
location of installation.

Objectives Confirm that the JRV is logged in correctly and has a connection to our 
back-office

Approximate 
Time Required

2 min
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Prerequisites/ 
Preconditions

The JRV has successfully passed Test Case 3.
Access to the Hub with credentials to view Asset Monitoring

Procedure Log into the hub and check if the JRV is listed as online  and healthy

1. Log in to the hub
2. Asset Monitoring - Validation
3. Apply Filter

a. Username
b. Contains
c. Enter JRV Username

4. Check if JRV is listed, online and healthy
5. Check JRV software version

Expected  Results        The JRV will be visible in the hub shown as online, healthy and has most

       recent software version. 

Pass/Fail Criteria The test passes when all steps listed above are noted as passed.

Results Results are to be recorded within the IAT-R.
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Test Case 6 – Mobile Barcode Ticket: Valid

Purpose To verify that the JRV behaves as expected when presented with a 
valid barcode ticket.

Objectives Confirm that the JRV presents expected indication to the user when 
presented with a valid barcode.

Approximate 
Time Required

1 min

Prerequisites/ 
Preconditions

Valid ticket via app
The JRV has successfully passed Test Case 4.

Procedure 1) Ensure that the JRV is powered up, working and displaying the 
Ready screen. 

2) Present the valid barcode to the JRV barcode scanner and observe 
for the below behaviour:

a) JRV Graphical Display is green and displays “Valid” 
b) JRV Speaker emits the ‘Valid Beep’

Expected Results The JRV will present the user with the expected positive feedback:

a) JRV Graphical Display is green and displays “Valid” 
b) JRV Speaker emits the ‘Valid Beep’

Pass/Fail Criteria         The test passes when all steps listed above are noted as passed.

Results Results are to be recorded within the IAT-R.
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3.6 Test Case 7 – Paper Barcode Ticket: Not Valid

Purpose To verify that the JRV behaves as expected when presented with a ‘not 
valid’ barcode ticket.

Objectives Confirm that the JRV presents expected indication to the user when 
presented with a ‘not valid’ barcode.

Approximate Time 
Required

1 min

Prerequisites/ 
Preconditions

‘Not valid’ paper ticket 
The JRV has successfully passed Test Case 5.

Procedure 1) Ensure that the JRV is powered up, working and displaying the 
Ready screen. 

2) Present the not valid barcode to the JRV barcode scanner and 
observe for the below behaviour:

a) JRV Graphical Display is red and displays “Not Valid” 
b) JRV Speaker emits the ‘Not Valid Beep’

Expected Results The JRV will present the user with the expected positive feedback:

a) JRV Graphical Display is red and displays “Not Valid” 
b) JRV Speaker emits the ‘Not Valid Beep’

Pass/Fail Criteria       The test passes when all steps listed above are noted as passed.

Results       Results are to be recorded within the IAT-R.
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3.7 Test Case 8 – Mobile Barcode Ticket: Entitlements (if applicable)

Purpose To verify that the JRV behaves as expected when presented with a valid 
barcode ticket with an entitlement (e.g. reduced fare ticket).

Objectives Confirm that the JRV presents expected indication to the user when 
presented with a valid barcode with an entitlement (e.g., reduced fare 
ticket).

Approximate 
Time Required

1 min

Prerequisites/ 
Preconditions

Valid ticket with a reduced fare (child or senior) via app
The JRV has successfully passed Test Case 6.

Procedure 1) Ensure that the JRV is powered up, working and displaying the 
Ready screen. 

2) Present the valid barcode to the JRV barcode scanner and observe 
for the below behaviour:

a) JRV Graphical Display is yellow and displays “Show ID” 
b) JRV Speaker emits the ‘Check Beep’

Expected Results The JRV will present the user with the expected positive feedback:

a) JRV Graphical Display is yellow and displays “Show ID” 
b) JRV Speaker emits the ‘Check Beep’

Pass/Fail Criteria The test passes when all steps listed above are noted as passed.

Results Results are to be recorded within the IAT-R.



Supporting Justride Agencies and Riders

6

3.8 Test Case 9 – SmartCard Ticket (if applicable)

Purpose To verify that the JRV behaves as expected when presented with a valid 
Smart Card travel card

Objectives Confirm that the JRV presents expected message to the user when 
presented with a DESFIRE Smart Card Ticket

Approximate 
Time Required

1 min

Prerequisites/ 
Preconditions

Valid DESFIRE Smart Card Ticket
The JRV has successfully passed Test Case 7.

Procedure 1) Ensure that the JRV is powered up, working and displaying the 
Ready screen. 

2) Present the travel card to the JRV card scanner and observe for the 
below behaviour:

a) JRV Graphical Display is green and displays “Valid” 
b) JRV Speaker emits the ‘Valid Beep’

Expected Results The JRV will present the user with the expected positive feedback:

a) JRV Graphical Display is green and displays “Valid” 
b) JRV Speaker emits the ‘Valid Beep’

Pass/Fail Criteria The test passes when all steps listed above are noted as passed.

Results Results are to be recorded within the IAT-R.
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1 Introduction
This Warranty Plan contains the standard warranty 
terms applicable to hardware provided by Masabi, 
including the procedures for returning suspected 
faulty hardware for repair and/or replacement.

The provisions of this Warranty Plan will also apply 
during any Extended Warranty Period, i.e. where the 
Customer or Agency has purchased an extension to 
the standard 12-month Warranty Period for an 
additional number of months or years as agreed 
between Masabi and the Customer/Agency in writing 
and for which payment to Masabi has been received 
in full.

The contents of this document may be superseded or 
supplemented by project, deployment, Customer 
specific warranty plan or other agreement. 

1.1 Glossary

Term Definition

RMA Return Material Authorisation

1.2 References

Ref. Title Version

DP1-0001 08
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2 Standard Warranty Terms (Hardware)

# Definition

1 Masabi warrants that the hardware it provides shall be free from defects in manufacturing and 
workmanship - the “Warranty” - for the Warranty Period.

2 The “Warranty Period” is twelve (12) months commencing at 00:01 local time on the day 
following delivery of the hardware to the Customer.

3 Failed hardware shall be sent for investigation and repair on a return-to-base (RTB) basis.

4 Other than where an Exception applies, the failed hardware covered under the Warranty within the 
Warranty Period shall, at Masabi’s sole discretion, either be repaired and returned, or the hardware 
replaced, free of charge to the Customer (including costs associated with return shipping, duty, etc.). 

5 Masabi shall repair or replace any failed hardware covered under the Warranty within the Warranty 
Period provided no Exceptions apply. 

The Exceptions are set out in in Sections 5 (a) – (f) below: 

5a The Customer or Agency, its staff, agents, subcontractors or other parties acting on its behalf 
or under its instruction either did not follow, or incorrectly followed, any oral or written 
instruction provided by Masabi as to the storage, installation, commissioning, use or 
maintenance of the hardware, or (if there are no such instructions) good trade practice.

5b The hardware is found to be either faulty or damaged as a result of an event outside the 
reasonable control of Masabi (a “Force Majeure” event).  Such Force Majeure events include, 
but are not limited to, fire, flood, earthquake or similar natural disasters, riot, war, terrorism, 
civil strife, labour disputes or disturbances, industry-wide material shortages outside Masabi’s 
reasonable control, an epidemic/pandemic or other viral disease outbreak, governmental 
regulations, communication or utility failures or any other events outside the reasonable 
control of Masabi.

5c The hardware is faulty due to general wear and tear or is damaged as a result of intentional 
vandalism or destruction.

5d The hardware is faulty due to mishandling or misuse by the Customer or Agency, its staff, 
agents, subcontractors or other parties acting on its behalf or under its instruction.

5e The Customer or Agency, its staff, agents, subcontractors or other parties acting on its behalf 
or under its instruction, alters or repairs the hardware without the prior written consent of 
Masabi.

5f The Customer or Agency, its staff, agents, subcontractors or other parties acting on its behalf 
or under its instruction improperly use the hardware or use the hardware outside of its normal 
application.
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Masabi shall not, in any circumstances, be liable under the Warranty where any of the 
Exceptions set out in Sections 5 (a) – (f) above apply.

6 Repaired or replacement hardware will be shipped for return to the Customer or Agency within 25 
business days of its arrival with Masabi, subject to any delays caused by the Customer or Agency.

7 Masabi will provide the Customer or Agency with a quotation to repair or replace failed hardware 
which falls outside the scope of the Warranty and/or Warranty Period, such repair or replacement to 
be carried out at the Customer’s sole cost (including costs associated with shipping, duty, etc.).

8 On the expiration of the Warranty Period, Masabi will provide the Customer or Agency with a 
quotation for any repair or replacement of hardware, to be carried out at the Customer’s sole cost 
(including cost associated with shipping, duty, etc.), unless Masabi has agreed in writing to extend 
the Warranty Period before its expiration.

9 Masabi may charge the Customer or Agency for investigating faults with hardware where it is 
subsequently determined that the hardware has no fault or, if there is a fault, it is not covered by the 
Warranty.  Such charges will include a minimum handling fee of $100 (USD) and shall also include 
shipping, duty, etc.

10 For the purposes of determining validity of the Warranty, the suspected failed or faulty hardware 
shall be considered as being reported to Masabi at the date and time that this email referencing the 
fault or failure is received by Masabi.

11 Any damage to the hardware caused in transit due to the use of unsuitable packaging by the Customer 
or Agency shall invalidate the Warranty.
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3 Returns/Exchange Process
Any suspected faulty hardware must be returned to Masabi (at Customer or Agency’s cost) for repair or 
replacement. The below process shall be followed to achieve this:

1. The Customer or Agency shall inform Masabi of the suspected faulty hardware by submitting a 
completed RMA Request Form (Appendix A) to support@masabi.com.

2. Masabi will raise a Zendesk ticket, verify whether the suspected faulty hardware is within the Warranty 
and Warranty Period and issue the Customer or Agency with a Return Material Authorization (RMA) 
number which must accompany the returned hardware.

3. Upon receipt of the RMA number, the Customer or Agency will arrange for the unit to be suitably 
packed, preferably in purpose build or its original packaging.

4. Once packed, the Customer shall inform Masabi that the hardware is ready for collection and confirm:
a. the address for collection is as listed on the RMA Request Form;
b. the weight of the package; and 
c. the dimensions of the package. 

5. Masabi will arrange for collection of the package by a courier and the package will be collected. 

6. After receiving the faulty hardware: 
a. if the part and/or failure is within the Warranty: at Masabi’s sole discretion, it shall either repair 

the original hardware or provide a replacement; or 
b. if the hardware and/or failure is not within the Warranty: see Section 4 below.

7. Masabi will ship the repaired or replacement hardware to the address provided on the RMA Request 
Form with appropriate tracking information shared with the Customer or Agency.

8. Once the returned hardware is shown as having arrived by the courier with the Customer or Agency, the 
RMA is closed.

Note: The Customer or Agency shall be informed if the hardware is not within the Warranty Period. 

In such circumstances, return of the hardware to Masabi will be at the Customer’s sole cost.

Note: Any damage caused to the hardware in transit due to the use of unsuitable packaging shall invalidate the 
Warranty. 

Note: Low value parts such as cable assemblies, PSUs and Configuration USB Keys will always be replaced.
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4 Out of Warranty Repairs
Returned hardware will be deemed Out of Warranty if:

1. the suspected failure or fault is reported outside of the Warranty Period, or

2. The hardware is returned for a fault or failure which is outside of the scope of the Warranty as stated 
in Section 2 above. 

When returned hardware is determined by Masabi as being Out of Warranty, Masabi shall, at its sole 
discretion, either:

1. provide a quotation for replacement hardware; or

2. provide a quotation for the repair of the hardware. 

Such quotation shall be provided to the Customer or Agency who shall, within ten (10) business days, confirm 
to Masabi whether the quotation is accepted or rejected.

Where a quotation is accepted, Masabi will process the repair or replacement and ship the hardware 
to the Customer in accordance with Section 3(7) above, along with its corresponding invoice for the 
repair/replacement.

  If the quotation is rejected, any hardware which has been returned to Masabi (or its appointed 
subcontractor) will either be recycled, destroyed or returned to the Customer or Agency at the Customer 
or Agency’s sole cost.

Any shipping, duty or tax costs incurred by Masabi associated with Out of Warranty hardware will be invoiced 
to the Customer, regardless of whether the quotation for replacement or repair is accepted.

Note: When hardware is returned and subsequently found not to be faulty and/or Out of Warranty, the 
Customer or Agency will be charged for the cost of shipping and handling, as well as any duty or tax costs 
incurred by Masabi. A minimum handling free of $100.00 (USD) will be charged.

Note: When the repair of hardware is anticipated to be uneconomical i.e. the likely cost of repair is 
approximately the same as, or more than, a replacement part, or where the original part is discontinued or 
considered end of life, Masabi will provide a quotation for a replacement. In this case, at the sole discretion of 
Masabi, the Customer or Agency may be requested to store the faulty hardware until such time as it can be 
collected (rather than arranging for it to be shipped to Masabi).

Note: Cable assemblies, PSUs and Configuration USB Keys are uneconomical to repair and therefore will 
always be replaced.
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Appendix A – RMA Request Form
Please complete the below section of this form and send it to support@masabi.com to arrange 
for the replacement or repair of faulty hardware.

Reason for replacement/failure description:

Health Monitoring state at time of failure:

Serial No. Part No.

Station/Vehicle Username

FCA & Turnstile Parent Serial No.

Date Time

Removed By Reported By

Contact Name

Return Address Contact Tel.

Contact E-mail

RMA No. Date Issued

RMA Issued By ZenDesk No.
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Schedule 6

In-App End User Terms

“[NAME OF TRANSIT AGENCY] Mobile Tickets” Terms and Conditions

Definitions and descriptions

Thank you for using the (“[NAME OF TRANSIT AGENCY]”) mobile ticketing app (the “App”). The 
App is brought to you by [NAME OF TRANSIT AGENCY], with mobile ticket sales provided by 
Masabi LLC (“Masabi”). These terms and conditions will govern the purchase and use of [NAME 
OF BRAND TICKET] via the App and used on any [NAME OF TRANSIT AGENCY] [bus/train/other]
service. [NAME OF TRANSIT AGENCY] and Masabi may modify the terms and conditions relating 
to mobile ticketing at any time by posting revised terms and conditions. This will not affect any 
existing terms accepted by you when making your purchase via the App. When downloading the 
App, you are also agreeing to be bound by these terms.

The App

[NAME OF TRANSIT AGENCY] grants you the right to download, install and use the App on your 
mobile handset to purchase passes and access information in accordance with these terms and 
conditions.  

Once you have downloaded the App you will be able to purchase tickets to travel with [NAME OF 
TRANSIT AGENCY]. All tickets purchased through the App are subject to our [Conditions of 
Carriage] which can be found at [WEBSITE URL].

You do not and will not own the App or any information that is provided to you through it or [NAME 
OF TRANSIT AGENCY], but you may use the App in accordance with these terms and conditions 
solely for the purposes of purchasing and using mobile passes and accessing transport information 
for your own personal use and not for any other purpose. The App is owned by the [NAME OF 
TRANSIT AGENCY] and may only be used for your own personal use. You must not try to alter, 
modify or in any way try to copy or transfer the mobile ticket facility to any other users.

The App is provided to you free of charge. [NAME OF TRANSIT AGENCY] can suspend access 
to purchasing passes through the mobile application and can do so for any reason.
You must ensure that your mobile device has the required version of the relevant operating system. 
You are responsible for all data charges incurred when using the app with your mobile phone 
provider.

Mobile Ticketing and Use

[NAME OF TRANSIT AGENCY] [NAME OF BRAND OF TICKET] are available to purchase via 
your mobile phone using the App. Once you have purchased the ticket it will be delivered as a 
[NAME OF BRAND OF TICKET] to your mobile phone. [NAME OF BRAND OF TICKET] sold on 
the App are for use on [NAME OF TRANSIT AGENCY] services only in the times and in the areas 
as specified at the time of purchase.

The price you pay for the [NAME OF BRAND OF TICKET] will be valid for the duration on the ticket 
and any subsequent price changes during the validity of the ticket will not affect the [NAME OF 
BRAND OF TICKET] you have already purchased.  

[NAME OF BRAND OF TICKET] are valid immediately for travel at the time you make your 
purchase. [Please ensure that you wish to travel on the day you specify when purchasing the ticket 
as no refunds will be given.] [DELETE IF NOT APPLICABLE]  

For tickets purchased with a credit or debit card, the appropriate payment will be deducted from 
your bank account at time of purchase.  Please note that your debit/credit card details will be stored 
on our systems.  Students purchasing the [NAME OF BRAND OF TICKET] will be asked to provide 
proof of full time education which must be provided within 10 days of purchase. Failure to do so 
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will result in your [NAME OF BRAND OF TICKET] being cancelled. No refunds will be given.] 
[DELETE IF NOT APPLICABLE]

[NAME OF BRAND OF TICKET] are downloaded to your registered mobile device through the 
App.  

[NAME OF BRAND OF TICKET] must be activated prior to you boarding the 
[bus/train/other].Please ensure you have sufficient battery charge to show to the driver and/or 
validate your ticket via an onboard validation device and for the whole duration of your journey, as 
the [NAME OF TRANSIT AGENCY] does not accept any liability for any loss you may incur in the 
event that you do not have sufficient battery life on your mobile device.  

Please allow time for the App to load whilst waiting for the [bus/train/other]. If you are unable to 
display the [NAME OF BRAND OF TICKET] on your phone the full cash fare must be paid. No 
refund will be given.

You may be asked to show your [NAME OF BRAND OF TICKET] to an Inspector or any member 
of staff employed by the [NAME OF TRANSIT AGENCY] or local transit police.
[NAME OF TRANSIT AGENCY] reserve the right to refuse travel on invalid [NAME OF BRAND 
OF TICKET] or if used on a stolen phone. The [NAME OF BRAND OF TICKET] are not transferable 
and may only be used by the registered phone user, and [NAME OF BRAND OF TICKET] do not 
give you priority over other passengers.

A mobile ticket refers to a type of pass valid for use on [NAME OF TRANSIT AGENCY] bus and 
rail service, which is purchased only the App on an iOS or Android device or any other hand-held 
device running the appropriate software allowing you to download the App. The security of your 
mobile phone or pass is your responsibility. In the event that the pass or your mobile phone is lost 
or stolen, [NAME OF TRANSIT AGENCY] will not provide a duplicate or replacement pass.

Your mobile pass must be displayed clearly on the mobile phone screen to the operator every time 
you board an [NAME OF TRANSIT AGENCY] bus, or when requested by a fare inspector, police 
officer or bus/train operator to view the mobile pass. The mobile pass must be retained during your 
entire trip on an [NAME OF TRANSIT AGENCY] vehicle. Failure to show a valid pass is considered 
fare evasion and is subject to enforcement actions according to [NAME OF TRANSIT AGENCY]
policy and local laws. If you are unable to show a valid pass, you may be subject to a fine or other 
enforcement action.

If the mobile pass has been damaged or is not readable in any way, it becomes invalid and a new 
one must be purchased. If you delete the App you will also delete your mobile passes. If you 
reinstall the App on the same device it was deleted, your passes will be downloaded to the device. 
You cannot print or transfer mobile passes.

Your [NAME OF TRANSIT AGENCY] mobile pass will be sold to you via the [NAME OF TRANSIT 
AGENCY]’s mobile pass partner, Masabi. The mobile pass itself creates a contract between you 
and [NAME OF TRANSIT AGENCY] for the provision of the transport services that the mobile pass 
allows you to use. It is [NAME OF TRANSIT AGENCY] that provides these services to you under 
the mobile pass and in no event will Masabi be responsible for or have any liability to you in relation 
to these services or their availability or performance (including your use or access to any [NAME 
OF TRANSIT AGENCY] vehicle, the [NAME OF TRANSIT AGENCY] network, your use of any 
services provided under your mobile pass or for your use of the App).

Prices and Receipts

When you purchase a mobile ticket or pass on the App, you will be notified of the price before you 
confirm your purchase. For information on fares please visit the [NAME OF TRANSIT AGENCY]
fare information web page at [xxx]. Once you complete your purchase, a receipt will be emailed to 
the email address you provided.
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[Discount Fares]

[Seniors 65+; individuals with disabilities; Medicare recipients; and students in elementary, middle, 
and high school, ages 6-19, are eligible for discount fares.  Only eligible individuals may use a 
discounted mobile pass.  The passenger must be able to present proof of eligibility to the bus 
operator when boarding a bus, or to a fare inspector on rail vehicles.  Unauthorised use of 
discounted fare programs is a form of fare evasion and will be enforced according to [NAME OF 
TRANSIT AGENCY] policy and the laws of [Transit Agency to insert the applicable law]. For more 
information on discount fares please visit the [NAME OF TRANSIT AGENCY] fare information web 
page at xxx.] [Delete or amend this section as required]]

Changes, Refunds, and Replacements

All refund requests will be reviewed on a case by case basis. In general, mobile passes cannot be 
replaced, changed, cancelled, or refunded except under very special circumstances, including but 
not limited to mobile application service disruptions. The decision to replace, change, cancel or 
refund a mobile pass is made at [NAME OF TRANSIT AGENCY]'s sole and absolute discretion. 
You can submit a request for a refund by calling [NAME OF TRANSIT AGENCY] support line [insert 
details]. Please note that where a refund is made it shall be for the pass price only. Any other 
associated fees are non-refundable. Neither [NAME OF TRANSIT AGENCY] nor Masabi shall be 
obliged to replace, change, cancel, or replace a ticket when [NAME OF TRANSIT AGENCY] has 
reason to believe that the circumstances prompting the replacement, change, cancellation, or 
replacement is the result of fraud.

Data charges

The App is free, but data charges may be incurred to you by your cell phone network provider. You 
are responsible for any such costs. [NAME OF TRANSIT AGENCY] will not take responsibility for 
any connectivity issues you may experience.

Availability & Updates

The mobile pass can be used on all [NAME OF TRANSIT AGENCY] bus and rail service [except 
[insert/delete as applicable]]. Travel is based on fare applicability on [NAME OF TRANSIT 
AGENCY] services at the time of purchasing a pass. The mobile pass is valid when the ticket is 
activated on the mobile app after purchase. You may not start your trip on a [NAME OF TRANSIT 
AGENCY] vehicle until you have a valid pass. Once purchased, the mobile pass will specify the 
fare type, the validity of the pass and its expiration date. [NAME OF TRANSIT AGENCY] reserves 
the right to issue updates to the mobile application, in which case you may not be able to continue 
use of the version of the mobile application installed on your mobile handset without downloading 
the latest update. [NAME OF TRANSIT AGENCY] recommends that you download and install all 
updates issued. [NAME OF TRANSIT AGENCY] is not liable for errors which become apparent in 
old versions of the mobile application.

Materials, Ownership and Restrictions on Use

The mobile ticket app is operated by [NAME OF TRANSIT AGENCY] and is either owned by 
[NAME OF TRANSIT AGENCY] or its third party licensors (including without limitation Masabi) and 
any data (excluding your Personal Information), text, graphics, images, audio and video clips, 
logos, icons, software and links and any intellectual property and other rights relating thereto within 
or provided by the App (together the “Content”), are and will remain the property of [NAME OF 
TRANSIT AGENCY] or Masabi or their respective licensors. You may not copy (other than copies 
made incidentally on your mobile in the course of your use of the mobile ticket app), reproduce, 
republish, upload, post, transmit or distribute the mobile ticket app or any of its content without the 
prior written permission of [NAME OF TRANSIT AGENCY] and its licensors. Nor may you: (i) 
reverse engineer, decompile or seek to obtain the source code to the mobile ticket app except 
where and to the extent expressly required to be permitted by applicable law; or (ii) make or seek 
to make derivative works based on the mobile ticket app.  Use or downloading of the mobile 
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ticketing app is conditioned on acceptance of the terms and conditions of this agreement. By using 
or downloading the mobile ticketing app, you agree to such terms and conditions. The mobile 
ticketing app is supplied to you by [NAME OF TRANSIT AGENCY] and neither Masabi nor any of 
[NAME OF TRANSIT AGENCY]’s other third party licensors shall have any liability to you arising 
out of or in connection with the mobile ticketing app.

[Transit Agency to insert the applicable law] law applies to these terms and conditions and users 
agree that any dispute between [NAME OF TRANSIT AGENCY] and the users of the App
regarding the mobile application or any mobile pass or arising out of or in connection with these 
terms and conditions are subject to the exclusive jurisdiction of the [insert jurisdiction] Courts.

Liability Disclaimer

In no event will [NAME OF TRANSIT AGENCY] or Masabi be liable for any direct, indirect, special, 
punitive, exemplary or consequential losses or damages of whatsoever kind arising out of your use 
or access to mobile pass or the App, including loss of profit or the like whether or not in the 
contemplation of the parties, whether based on breach of contract, tort (including negligence), 
product liability or otherwise.  Neither [NAME OF TRANSIT AGENCY] nor Masabi shall be liable 
for any damage or alteration to your equipment including but not limited to computer equipment, 
handheld device or mobile telephones as a result of the installation or use of the App or any mobile 
pass. Nothing in these terms and conditions shall exclude or limit a person’s liability for death or 
personal injury caused by negligence or for fraud or fraudulent misrepresentation or any other 
liability which cannot be excluded or limited under applicable law.

Neither the [insert Agency name] nor Masabi are responsible for any delays, delivery failures, or 
any other loss or damage resulting from the transfer of data over communications networks and 
facilities not under the control of Masabi or the [insert Agency name], or their  subcontractors, 
including the internet, and you acknowledge that the App may be subject to limitations, delays and 
other problems inherent in the use of such communications facilities.
You acknowledge and accept that the App may be subject to limitations, delays and other problems 
inherent in the use of communications networks and facilities (including the internet) not under the 
control of the [insert Agency name] or its provider Masabi. 

Legal responsibility

If you lose your mobile phone with a valid [NAME OF BRAND OF TICKET] saved on it, please call 
our customer support number at [phone number]. Any value remaining on your [NAME OF BRAND 
OF TICKET] will be transferred to your new mobile phone.

[NAME OF TRANSIT AGENCY] may cease to operate the service at any time, in which case the 
values of any balance associated with unused tickets at that time will be refunded.

Privacy

The collection, use, and security of information obtained from customers using “[NAME OF 
TRANSIT AGENCY] Mobile Tickets” are subject to [NAME OF TRANSIT AGENCY]'s Privacy 
Policy, as amended. This policy is consistent with applicable governing an individual's right to 
privacy and may be amended from time to time, as deemed necessary by [NAME OF TRANSIT 
AGENCY]. The Privacy Policy is posted on the [NAME OF TRANSIT AGENCY] website at [insert 
URL].

Support

If you have any questions or problems with the mobile applications, please review the FAQs at [insert 
URL to be provided by the Agency – with the FAQs to be written by the Agency] for answers to the most 
common questions [NAME OF TRANSIT AGENCY] receives from its users. If that does not answer 
your questions, please contact [NAME OF TRANSIT AGENCY] Customer Care at [insert email address 
and/or phone number].



1

SCHEDULE 7

  

Masabi Hardware:
Payment Card Industries (PCI) 

Hardware Compliance Plan

Document No.: DP3-0001
Version: 04

Date: 2025-02-10
CONFIDENTIAL



 

2 

Revision History

Author Version Date Details of Change

CB 00 2019-06-10 DRAFT

MC 0A 2019-06-19 DRAFT - Review of Initial Draft

CB 0B 2019-07-01 DRAFT - Second Review

CB 01 2019-12-13 Release

MC 02 2023-05-14 Modified document to include coverage 
for the Access IS / HID VAL100, XAC 
AT150, and XAC C150SE.
Added decommissioning instructions 
with modified decommissioning 
instructions for the C150S and C150SE 
as approved by XAC (i.e., removal of 
battery rather than disassembly of 
enclosure).
Added requirement to replace battery in 
the JRV and/or JRPV during Annual 
Inspection
Added more information about how 
devices should be protected during 
return shipping in the event of RMA of a 
faulty unit.

MC 03 2024-10-09 Modified document to include coverage 
for the HID VAL150.

MC 04 2025-02-10 Modified document to include coverage 
for the Famoco FX925R Onboard 
Validator and PX925R Platform 
Validator.

Copyright
Copyright Masabi Ltd and Masabi LLC 2025. All rights reserved. No part of this publication may be 
reproduced or transmitted in any form or by any means, electronic or mechanical, including 
photocopying, recording, or any information storage and retrieval system, without written permission 
of the publisher.



 

3 

Table of Contents
1 Introduction 4

1.1 Purpose 5
1.2 Objective 5
1.3 Conventions 5
1.4 Glossary 6

2 Responsibility 7
3 Delivery, Storage, Installation/Commissioning & Disposal 8

3.1 Delivery 8
3.2 Storage 8
3.3 Installation/Commissioning 10

3.3.1 Justride Validator (JRV) 10
3.3.2 Justride Platform Validator (JRPV) 11
3.3.3 Access-IS / HID VAL100 and VAL150 12
3.3.4 XAC AT150 13

3.4 Operation 14
3.5 Decommissioning & Disposal 15

3.5.1 Justride Validator (JRV) & Justride Platform Validator (JRPV) 15
3.5.2 Access IS / HID VAL100 and VAL150 16
3.5.3 XAC AT150 16

4 Device Inspections 17
4.1 Regular Inspection 17

4.1.1 On-Board Validators (JRVs & VAL100s) 17
4.1.2 Platform Validators (JRPVs & VAL150s) 17
4.1.3 Handheld Devices 18

4.2 Annual Audit 19
5 Response on Discovering Tampered cEMV Hardware 20
6 Returning Faulty Devices 22
7 Personnel & Training 23
8 References 24



 

4 

1 Introduction 
In order to allow contactless EMV (cEMV) bank (debit) and credit cards to be used as tokens within 
the Justride platform it is necessary for validation hardware to be capable of interacting with these 
cards. To provide this functionality, some validators supported by Masabi contain a contactless 
smartcard reader with the necessary approvals to interact with cEMV cards, handle Cardholder data 
and contain the encryption keys needed to process payments.

In order to minimise abuse or fraud, and increase controls around cardholder data, card brands, such 
as Visa, Mastercard and American Express, mandate that systems processing card payments or 
handling Cardholder data must fulfil the Payment Card Industry Data Security Standard (PCI DSS). 
PCI DSS compliance is validated by periodical assessment by a Qualified Security Assessor (QSA). 
In addition, the hardware used to complete transactions must have Payment Card Industry (PCI) PIN 
Transaction Security (PTS) Point of Interaction (POI) device approval.

At the time of writing, the hardware covered by this document includes:

On-Board Validators (OBVs):
Masabi Justride Validator (JRV) - which contains a XAC xNFC_C150-S (“C150S”) 
or a XAC nNFC_C150-SE (“C150SE”) contactless card reader that is certified to PCI 
PTS v4.0 or v6.0 respectively, as well as EMV contactless Level 1 and Level 2 for 
various card payment brands. Collectively these devices may be referred to as 
“C150”.
Access IS / HID VAL100 fitted with ATR220 TripTik reader - this variant of the 
VAL100 contains an ATR220 reader that is certified to PCI PTS v5.0 as well as EMV 
contactless Level 1 and Level 2 for various card payment brands.
Famoco FX925R - which contains an Ingenico OPEN/1500 PCI PTS 5.1 (or higher) 
approved reader as well as certified to EMV Co. Level 1 and with Level 2 Kernels for 
various payment card brands.

Platform Validators (PVs):
Masabi Justride Platform Validator (JRPV) - which contains a XAC xNFC_C150-S
(“C150S”) or a XAC nNFC_C150-SE (“C150SE”) contactless card reader that is 
certified to PCI PTS v4.0 or v6.0 respectively, as well as EMV contactless Level 1 
and Level 2 for various card payment brands. Collectively these devices may be 
referred to as “C150”.
Access IS / HID VAL150 fitted with ATR220 TripTik reader - this derivative of the 
VAL100 similarly contains a ATR220 reader that is certified to PCI PTS v5.0 as well 
as EMV contactless Level 1 and Level 2 for various card payment brands.
Famoco PX925R  - which contains an Ingenico OPEN/1500 PCI PTS 5.1 (or higher) 
approved reader as well as certified to EMV Co. Level 1 and with Level 2 Kernels for 
various payment card brands.

Handheld Devices:
XAC xCL_AT-150 (“AT150”) mobile payment terminal which is certified to PCI PTS 
v5.0 as well as EMV contactless Level 1 and Level 2 for various card payment 
brands.

As part of ensuring compliance with PCI DSS, and to prevent an invalidation of the PCI PTS POI 
device approval for a particular device, hardware must be handled and inspected in certain ways 
throughout its lifecycle. This document contains herein the generic process and procedures for the 
handling of the above hardware to meet these requirements.
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Warning: If Masabi reasonably determines that the Agency has failed to comply with the 
requirements set out in this document, it may, at the sole discretion of Masabi, result in the withdrawal 
of cEMV capability from the platform or other actions deemed appropriate to either return the system 
to a PCI compliant state or otherwise remove it from service to protect Cardholder data and/or 
Masabi’s PCI DSS compliance, at the sole cost of the Agency.

Note: For deployments which are not currently accepting cEMV cards, the requirements in this 
document must be observed for this capability to be enabled later. If they are not, each device must 
be returned to Masabi prior to their being used for cEMV interactions. Unless contractually agreed 
otherwise, this will be completed at the Agency’s expense.

1.1 Purpose
This document outlines herein the mandated handling requirements and procedures applicable to 
Masabi’s customers deploying hardware that is or may be used to handle cEMV interactions with the 
intention to ensure that the deployment is compliant with the requirements of PCI DSS and the unit 
remains within its PCI PTS POI approvals.

1.2 Objective
The intention of this document is to ensure that Agencies are provided with all necessary information 
so that cEMV enabled hardware deployments are compliant with PCI DSS. In order to achieve this 
this document will outline the below:

- Handling and storage requirements

- Inspection requirements

- Personnel training requirements

1.3 Conventions
Throughout this document the following format will be used for notes and important information:

Important: Mandatory and important notes that must be fulfilled

Note: Important notes regarding mandatory requirements that may affect correct operation but do not 
present a safety risk or danger of damage to equipment. 

Recommendation: A non-mandatory addition to the instruction intended to highlight methods of 
completing actions that were previously found to be the most efficient or easiest.

Throughout this document Masabi’s Customer will be referred to as “the Agency”, transit riders or 
Customers of the Agency will be referred to as “Cardholders”.

1.4 Glossary

Acronym Definition
cEMV Contactless EMV
DSS Data Security Standards
EMV Europay Mastercard Visa
IAT Installation Acceptance Test
JRPV Justride Platform Validator
JRV Justride Validator
OBV On-Board Validators
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PCI Payment Card Industry
PIN Personal Identification Number
POI Point of Interaction
PTS PIN Transaction Security
PV Platform Validators
QSA Qualified Security Assessor
XAC Manufacturer of the C150S and C150SE card readers found in JRV and JRPV validators.

2 Responsibility  
With whom responsibility for PCI DSS compliance lies depends on who is the merchant of record and 
therefore may differ between deployments; however, in general:

The Agency is responsible for ensuring that the requirements set out in this document, and any 
supplementary documentation that may be applicable to the particular deployment, are carried out 
and appropriately documented.  During the course of a project to deploy cEMV capable hardware, the 
Agency shall identify a suitable person, or position, within their organisation to act as the nominated 
responsible person and point of contact for PCI DSS compliance and compliance with the 
requirements set out in this document.  That person or the Agency may also identify suitable deputies 
for this role.  The nominated responsible person and their deputies will be recorded and shared with 
Masabi in line with the established governance for the project.

Masabi is responsible for ensuring that this document is kept up to date and new versions are 
provided to the Agency as and when changes in PCI DSS or internal processes require. 

3 Delivery, Storage, Installation/Commissioning & 
Disposal 
Throughout the life cycle of any individual piece of cEMV capable hardware it must be handled in 
accordance with the requirements laid out in this section to ensure that it is still in compliance with 
PCI DSS.  The key life cycle stages are delivery, storage, installation/commissioning, operation and 
disposal.  This section provides an outline of the processes that are to be followed at the delivery, 
storage, installation and disposal stages. 

3.1 Delivery
Before hardware is deployed it is important to ensure that it has arrived at the Agency in the same 
state that it was shipped. Masabi therefore requires that the Agency perform an inspection of each 
consignment, and piece of hardware within it, to validate that security, and therefore PCI DSS 
compliance, has been maintained.

Prior to shipment a consignment of hardware will be sealed with tamper evident bags, labels and/or 
tape. Masabi will inform the Agency of the expected design of these ahead of delivery.  Upon delivery, 
or as soon thereafter as possible, suitably trained and authorised Agency staff shall verify that the 
seals are intact and that the consignment shows no other sign of tampering.

If the seal is broken, or other signs of tampering are identified, the Agency shall inform Masabi via 
support@masabi.com so that further instructions can be provided. Ultimately, if a shipment or piece of 
hardware is suspected of being tampered with, it will be returned to Masabi where steps will be 
undertaken to ensure the security of the cEMV card reader, e.g., by replacement, before the hardware 
is returned to the Agency.  The above inspection shall be carried out upon the return of any hardware 
to the Agency.

Once the packaging has been inspected, the units shall be stored within the sealed packaging and as 
specified in the following section until such time as they are needed for installation. 
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3.2 Storage
Whilst not installed, e.g., prior to installation, when being held as spare stock or after being removed 
from the field, cEMV hardware must be stored in a secure location to which access is restricted to 
appropriately trained and authorised Agency staff only.  This can be in the form of, for example, a 
locked room or cabinet to which only authorised persons have keys.

An accurate inventory of all hardware must be maintained by the Agency.  The inventory shall include 
the serial number(s) of each piece of hardware as recorded during the delivery inspection.  

Each addition or removal of a piece of hardware to or from storage must be recorded with each 
instance including the date and time of the movement and who it was made by.

The intention of these requirements is to ensure that the risk of devices being stolen, going missing or 
being tampered with is reduced as much as is practicable whilst they are out of service.

Should it be identified that a piece of cEMV hardware is missing or otherwise unaccounted for, the 
Agency shall inform Masabi of this immediately via email to support@masabi.com for further support.

Important: Devices in storage shall also be subject to the Annual Audit as detailed in Section 4.2.

3.3 Installation/Commissioning 
This is the point at which the cEMV hardware is deployed for public service and is therefore exposed 
to Cardholders. It is therefore important that appropriate procedures are followed and checks made to 
ensure that the cEMV hardware is as it should be before this process is completed.

Depending on the type of hardware the process differs slightly:

OBVs (JRVs, FX925Rs and VAL100s) are installed and commissioned and tested.

PVs (JRPVs, PX925Rs and VAL150s) are installed and commissioned and tested.

Handheld Devices (AT150s) are commissioned and tested.

In this context these terms are defined thus:

Installation - the physical mounting of the equipment onto a vehicle or other installation 
location including associated mechanical supports, cabling, etc.

Commissioning - setting up hardware including providing it with the necessary connections 
and credentials to interact with the Masabi back office and other systems.

Testing - verifying the operation of the hardware, associated software and supporting 
connectivity or other systems prior to entering revenue service.

Scripts or procedures for the installation, commissioning and/or testing of hardware, including 
inspections required under PCI DSS, shall be included as part of the project documentation, e.g., 
within the appropriate Installation Work Instruction, Commissioning Instruction and/or Installation 
Acceptance Test (IAT) Procedure. 

The following subsections provide a general outline of the device specific activities that need to be 
completed.

Important: cEMV hardware must not be left unattended in an insecure area between storage and 
completion of installation.

3.3.1 Justride Validator (JRV)
In order to enter revenue service a JRV must undergo installation, commissioning and testing as 
defined within Installation Work Instruction and Installation Acceptance Test documents.



 

8 

Before installation, the JRV must be carefully inspected by an appropriately trained and authorised 
Agency employee to confirm that the unit is suitable for use, this inspection must look for:

- Damage to the enclosure of the JRV
- Damage to the enclosure of the integral cEMV card reader
- Suspicious or extraneous wiring or parts 
- Damaged or otherwise non-functioning lock
- Incorrect JRV serial number based on provided documentation
- Incorrect integral cEMV card reader serial number based on provided manifest documentation 

and the JRV serial number that it is within

The result of all inspections must be thoroughly recorded and provided to Masabi in accordance with 
the project governance for the deployment or via the Agency’s Masabi account manager if installation 
is after initial deployment. The records, along with installation, commissioning and test records, must 
be marked correctly with date and (where required) time as well as the name of the person or people 
completing each inspection or activity. 

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.  If a JRV is suspected of being 
tampered with, it will be returned to Masabi where steps will be undertaken to ensure the security of 
the cEMV card reader, e.g., by replacement, before being returned to the Agency.  Depending on the 
age of the reader and nature of the inspection failure, this may or may not be covered under warranty.

At the conclusion of the installation, a final visual inspection to ensure that the JRV is properly fitted 
and is securely locked in position shall be completed and recorded. Again, records shall include date 
and, if necessary, time as well as the details of the person completing the inspection with copies 
provided to Masabi.

The agency must maintain an accurate record of which JRV is installed on which vehicle and the 
home base of that vehicle. These records must be updated if, for example, the JRV is replaced due to 
a fault.

Template forms for all these records will be made available to the Agency by Masabi.

Note: Where records are not provided, are incomplete, inaccurate or otherwise unsatisfactory, 
Masabi may, at the Agency’s expense, arrange for a team to visit to verify the inspections and/or 
replace the units.

3.3.2 Justride Platform Validator (JRPV)
In order to enter revenue service a JRPV must undergo installation, commissioning and testing as 
defined within Installation Work Instruction and Installation Acceptance Test documents.

Before installation, the JRPV must be carefully inspected by an appropriately trained and authorised 
Agency employee to confirm that the unit is suitable for use, this inspection must look for:

- Damage to the enclosure of the JRPV
- Suspicious or extraneous wiring or parts 
- Damaged or otherwise non-functioning lock
- Incorrect JRPV serial number based on provided documentation

The result of all inspections must be thoroughly recorded and provided to Masabi in accordance with 
the project governance for the deployment or via the Agency’s Masabi account manager if installation 
is after initial deployment. The records, along with installation, commissioning and test records, must 
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be marked correctly with date and (where required) time as well as the name of the person or people 
completing each inspection or activity. 

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.  If a JRPV is suspected of being 
tampered with, it will be returned to Masabi where steps will be undertaken to ensure the security of 
the cEMV card reader, e.g., by replacement, before being returned to the Agency.  Depending on the 
age of the reader and nature of the inspection failure, this may or may not be covered under warranty.

At the conclusion of the installation, a final visual inspection to ensure that the JRPV is properly fitted 
and is securely locked in position shall be completed and recorded. Again, records shall include date 
and, if necessary, time as well as the details of the person completing the inspection with copies 
provided to Masabi.

The agency must maintain an accurate record of where each JRPV is installed. These records must 
be updated if, for example, the JRPV is replaced due to a fault.

Template forms for all these records will be made available to the Agency by Masabi.

Note: Where records are not provided, are incomplete, inaccurate or otherwise unsatisfactory, 
Masabi may, at the Agency’s expense, arrange for a team to visit to verify the inspections and/or 
replace the units.

3.3.3 Access-IS / HID VAL100 and VAL150
In order to enter revenue service a VAL100 or VAL150 must undergo installation, commissioning and 
testing as defined within Installation Work Instruction and Installation Acceptance Test documents.

Before installation, the VAL100 or VAL150 must be carefully inspected by an appropriately trained 
and authorised Agency employee to confirm that the unit is suitable for use, this inspection must look 
for:

- Damage to the enclosure of the VAL100 or VAL150
- Suspicious or extraneous wiring or parts 
- Damaged or otherwise non-functioning lock
- Incorrect VAL100 or VAL150 serial number based on provided documentation

The result of all inspections must be thoroughly recorded and provided to Masabi in accordance with 
the project governance for the deployment or via the Agency’s Masabi account manager if installation 
is after initial deployment. The records, along with installation, commissioning and test records, must 
be marked correctly with date and (where required) time as well as the name of the person or people 
completing each inspection or activity. 

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.  If a VAL100 or VAL150 is 
suspected of being tampered with, it will be returned to Masabi where steps will be undertaken to 
ensure the security of the VAL100 or VAL150, e.g., by replacement.  Depending on the age of the 
VAL100 or VAL150 and nature of the inspection failure, this may or may not be covered under 
warranty.

At the conclusion of the installation, a final visual inspection to ensure that the VAL100 or VAL150 is 
properly fitted and is securely locked in position shall be completed and recorded. Again, records shall 
include date and, if necessary, time as well as the details of the person completing the inspection with 
copies provided to Masabi.
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The agency must maintain an accurate record of which VAL100 is installed on which vehicle and the 
home base of that vehicle. These records must be updated if, for example, the VAL100 is replaced 
due to a fault.

The agency must maintain an accurate record of where each VAL150 is installed. These records must 
be updated if, for example, the VAL150 is replaced due to a fault.

Template forms for all these records will be made available to the Agency by Masabi.

Note: Where records are not provided, are incomplete, inaccurate or otherwise unsatisfactory, 
Masabi may, at the Agency’s expense, arrange for a team to visit to verify the inspections and/or 
replace the units.

3.3.4 Famoco FX925R and PX925R
In order to enter revenue service a FX925R or PX925R must undergo installation, commissioning and 
testing as defined within its installation and Installation Acceptance Test documents.

Before installation, the FX925R or PX925R must be carefully inspected by an appropriately trained 
and authorised Agency employee to confirm that the unit is suitable for use, this inspection must look 
for:

- Damage to the enclosure of the FX925R or PX925R
- Suspicious or extraneous wiring or parts 
- Damaged or otherwise non-functioning lock
- Incorrect FX925R or PX925R serial number based on provided documentation

The result of all inspections must be thoroughly recorded and provided to Masabi in accordance with 
the project governance for the deployment or via the Agency’s Masabi account manager if installation 
is after initial deployment. The records, along with installation, commissioning and test records, must 
be marked correctly with date and (where required) time as well as the name of the person or people 
completing each inspection or activity. 

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.  If a FX925R or PX925R is 
suspected of being tampered with, it will be returned to Masabi where steps will be undertaken to 
ensure the security of the FX925R or PX925R, e.g., by replacement.  Depending on the age of the 
FX925R or PX925R and nature of the inspection failure, this may or may not be covered under 
warranty.

At the conclusion of the installation, a final visual inspection to ensure that the FX925R or PX925R is 
properly fitted and is securely locked in position shall be completed and recorded. Again, records shall 
include date and, if necessary, time as well as the details of the person completing the inspection with 
copies provided to Masabi.

The agency must maintain an accurate record of which FX925R is installed on which vehicle and the 
home base of that vehicle. These records must be updated if, for example, the FX925R is replaced 
due to a fault.

The agency must maintain an accurate record of where each PX925R is installed. These records 
must be updated if, for example, the PX925R is replaced due to a fault.

Template forms for all these records will be made available to the Agency by Masabi.
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Note: Where records are not provided, are incomplete, inaccurate or otherwise unsatisfactory, Masabi 
may, at the Agency’s expense, arrange for a team to visit to verify the inspections and/or replace the 
units.

3.3.5 XAC AT150
In order to enter revenue service, an AT150 must undergo commissioning and testing as defined 
within the appropriate commissioning document.

Before commissioning, the AT150 must be carefully inspected by an appropriately trained and 
authorised Agency employee to confirm that the unit is suitable for use, this inspection must look for:

- Damage to the enclosure of the AT150
- Suspicious or extraneous wiring or parts 
- Incorrect AT150 serial number based on provided documentation

The result of all inspections must be thoroughly recorded and provided to Masabi in accordance with 
the project governance for the deployment or via the Agency’s Masabi account manager if after initial 
deployment. The records, along with commissioning and test records, must be marked correctly with 
date and (where required) time as well as the name of the person or people completing each 
inspection or activity. 

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.  If an AT150 is suspected of being 
tampered with, it will be returned to Masabi or the OEM, XAC, where steps will be undertaken to 
ensure the security of the AT150, e.g., by replacement.  Depending on the age of the AT150 and 
nature of the inspection failure, this may or may not be covered under warranty.

The agency must maintain an accurate record of which AT150 is assigned to which person or location 
and the home base of that person. These records must be updated if, for example, the AT150 is 
replaced due to a fault.

Template forms for all these records will be made available to the Agency by Masabi.

Note: Where records are not provided, are incomplete, inaccurate or otherwise unsatisfactory, 
Masabi may, at the Agency’s expense, arrange for a team to visit to verify the inspections and/or 
replace the units.

3.4 Operation
Operational cEMV hardware, i.e., those that have been installed, commissioned and tested such that 
they enter revenue service and handle Cardholder data, must undergo a regular and robust 
inspection regime to identify potential tampering. This is outlined in Section 4 of this document.

During the operational stage of the hardware lifecycle, some hardware will be damaged or otherwise 
suspected of being faulty.  In these cases the Agency must inform Masabi of the faulty unit by 
emailing support@masabi.com as per the Warranty Plan. In the case of cEMV capable hardware, 
Masabi and the Agency must additionally make a determination of whether the fault or damage was 
caused during an attempt to tamper with the hardware in such a way to expose Cardholder data, or
payment keys, et cetera.  The Agency shall provide Masabi with any additional information requested 
to complete this assessment.

Faulty or damaged hardware must still be handled with the same care, with regard to PCI, as those 
which are fully functional, i.e., faulty hardware must not be left unattended having been removed from 
service, must be stored in the same conditions as a working hardware (see Section 3.2) and must be 
shipped in tamper evident packaging (see Section 6)
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Where hardware is replaced due to being damaged or a suspected fault, the same process followed 
for initial installation, commissioning and testing, particularly with regard to the inspections outlined in 
Section 3.3, must be followed when installing or commissioning the replacement hardware.  

All records concerning storage and the details of where hardware is either installed on the vehicle or 
assigned to a user must be updated whenever hardware is replaced or assigned to another vehicle or 
individual or team to ensure their accuracy.

3.5 Decommissioning & Disposal
When cEMV hardware reaches the end of its useful lifetime it must be securely destroyed. Depending 
on the specific contract agreed with the Agency, this may be completed by Masabi on their behalf, 
and potentially at their cost, or they may request approval from Masabi to use a third party. Approval 
will not be unreasonably withheld by Masabi; however, all parties must be confident that disposal will 
be completed appropriately to maintain the security of the deployment and hence PCI compliance.

In all cases, hardware shall be shipped in packaging with tamper evident tape or labels, and shall be 
inspected upon delivery by the receiving partner. In the case of a third party being contracted, the 
destruction of each piece of hardware must be recorded with, at minimum, details including the serial 
number of the hardware, the date of destruction and who completed the destruction, thus forming a 
certificate of destruction.  The certificate of destruction shall be provided to Masabi in accordance with 
the project governance for the deployment or via the Agency’s Masabi account manager if it is after 
initial deployment.

The following information must be captured during decommissioning:

Agency name
Device Serial Number
Device Model
Date of Decommissioning
Method used to erase sensitive data (i.e., tamper the device)
Name of the authorised Agency personnel who completed or oversaw the process
Title of the authorised Agency personnel who completed or oversaw the process
Signature of the authorised Agency personnel who completed or oversaw the process

3.5.1 Justride Validator (JRV) & Justride Platform Validator (JRPV)
In accordance with XAC’s PCI security policy for the C150S and C150SE, prior to shipment back to 
Masabi or disposal, the sensitive information within the C150 must be erased.  This is achieved by 
intentionally triggering the reader’s tamper protection following the below instructions:

1) If powered, power down the validator.
2) Open the enclosure of the validator to gain access to the C150 SAM slots.
3) Remove the battery from the holder in the rear of the reader. This battery provides an energy 

source to the tamper protection within the reader when it is disconnected from an external 
supply.
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4) Power up the validator, ensuring that the C150 reader is still connected to the validator (but 
with the battery removed), the validator is logged in and connected to the Internet.

5) Confirm that the validator displays an “Out of Service” screen after power-up and boot.
6) Navigate to the Asset Monitoring page on the Hub and confirm that the unit is reporting 

“Unhealthy” with “Card Reader Tampered” as the reason.
7) Power down the device and label it as decommissioned.

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.

Note: Where records are not provided, are incomplete, inaccurate or otherwise unsatisfactory, 
Masabi may, at the Agency’s expense, arrange for a team to visit to verify the inspections and/or 
replace the units.

3.5.2 Access IS / HID VAL100 and VAL150

In accordance with Access IS / HID’s security policy for the ATR220, all sensitive payment data 
should be erased from the reader during decommissioning.  Where required, please contact Masabi 
via support@masabi.com to obtain further instructions and support. 

3.5.3 Famoco FX925R and PX925R

In accordance with Ingenico’s security policy for the OPEN/1500, all sensitive payment data must be 
erased from the reader during decommissioning.  Where required, please contact Masabi via 
support@masabi.com to obtain further instructions and support. 

3.5.4 XAC AT150

In accordance with XAC’s security policy for the AT150, all sensitive information stored on the device 
must be erased during decommissioning. This is achieved by intentionally triggering the device’s 
tamper protection.  This can be accomplished by following the steps listed in XAC’s security policy, 
which is available from the PCI Approved PTS Devices website: 

https://listings.pcisecuritystandards.org/assessors_and_solutions/pin_transaction_devices. 
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4 Device Inspections 
Following the successful installation, commissioning and test of cEMV hardware it will enter revenue 
service and then be available for use by Cardholders.  In order to ensure that the hardware is not 
tampered with or otherwise compromised whilst in the field, it is necessary to regularly inspect the 
hardware.

There are two types of inspection: 

1) The Regular Inspection is intended to become part of a driver’s or operator’s pre-departure 
vehicle checks for On-Board Validators, checks to be made at the start of a shift for Handheld 
Devices or during routine cleaning and maintenance for Platform Validators.

2) An Annual Audit is a more in-depth inspection completed by appropriately trained and 
authorised Agency employees to ensure that the unit is unchanged since installation.

The following subsections provide an outline of each of these inspections.

4.1 Regular Inspection
4.1.1 On-Board Validators (JRVs, FX925Rs & VAL100s)

This inspection, which is intended to become part of the driver’s or operator’s pre-departure vehicle 
checks and includes verification of the following:

- Is the OBV present and correct?
- Is the OBV securely fixed and locked onto the pole?
- Are any new or strange cables, etc., running out of the OBV?
- Does the OBV power up as expected? Are there any error messages?
- Is there anything fixed to the OBV enclosure that is not expected, e.g., labels on the unit that 

are not sanctioned by the Agency?

In the event that a driver identifies something that they believe is a sign of tampering, this should be 
raised with their supervisor for further investigation.   

Important: Where tampering is suspected, the cEMV hardware must be removed from service 
immediately and the incident reported to Masabi.

The agency’s appointed PCI responsible person or their deputy may be asked to periodically attest to 
Masabi or to a QSA that these visual checks of the OBVs are being undertaken as part of normal 
daily vehicle checks and/or maintenance checks by Agency operational staff.

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.

4.1.2 Platform Validators (JRPVs, PX925Rs & VAL150s)
This inspection, which is intended to become part of maintenance staff’s routine maintenance of the 
platform validator includes verification of the following:

- Is the PV present and correct?
- Is the PV securely fitted and locked onto the plinth?
- Are there any new or strange cables, etc., running out of the PV?
- Does the PV power up or is the PV powered up as expected? Are there any error messages?
- Is there anything fixed to the PV enclosure or plinth which is not expected, e.g., labels on the 

unit that are not sanctioned by the Agency?

In the event that a staff member or contractor identifies something that they believe is a sign of 
tampering, this should be raised with their supervisor for further investigation.   
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Important: Where tampering is suspected, the cEMV hardware must be removed from service 
immediately and the incident reported to Masabi.

The agency’s appointed PCI responsible person or their deputy may be asked to periodically attest to 
Masabi or to a QSA that these visual checks of the PVs are being undertaken as part of normal daily 
vehicle checks and/or maintenance checks by Agency operational staff.

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.

4.1.3 Handheld Devices
This inspection, which is intended to become part of the operator’s checks at the start of their shift or 
work day checks and includes verification of the following:

- Is the Handheld Device present and correct?
- Is the Handheld Device located where it was expected, i.e., securely stored?
- Are any new or strange cables, etc., running out of the Handheld Device?
- Does the Handheld Device power up as expected? Are there any error messages or strange 

pieces of software running?
- Is there anything fixed to the Handheld Device enclosure that is not expected, e.g., labels on 

the unit that are not sanctioned by the Agency?

In the event that the operator identifies something that they believe is a sign of tampering, this should 
be raised with their supervisor for further investigation.   

Important: Where tampering is suspected, the cEMV hardware must be removed from service 
immediately and the incident reported to Masabi.

The agency’s appointed PCI responsible person or their deputy may be asked to periodically attest to 
Masabi or to a QSA that these visual checks of the Handheld devices are being undertaken as part of 
normal daily checks by Agency staff.

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.

4.2 Annual Audit
In addition to the regular inspections in §4.1, an Annual Audit of all cEMV hardware, whether in 
storage or installed, must be completed. Masabi will provide templates that appropriately trained and 
authorised Agency staff will use to complete the Annual Audit.

Inspections completed during the Annual Audit include:

- Inspection of the hardware enclosure for damage or changes that may compromise the 
security of the unit or otherwise indicate that the device has been tampered with.

- OBVs & PVs - Inspection of any mechanical locks to ensure that it works correctly and can be  
locked and unlocked with the correct key.

- Inspection of any tamper evident labels to ensure they are present and not voided.
- Inspection of the hardware for signs of additional or extraneous wires, circuit boards, labels or 

other parts which are not approved by Masabi and the Agency.
- Verification of the serial number of the hardware
- JRV only - Verification of the serial number of the integral cEMV C150 and the combination of 

C150 and JRV serial number.
- Verification that all pieces of cEMV hardware are present and correct.
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Important: Where tampering is suspected, the cEMV hardware must be removed from service 
immediately and the incident reported to Masabi.

Important: As part of their Annual Inspection, all JRVs (i.e., deployed and in storage) and JRPVs that 
are in storage need to have their tamper protection battery, a coin cell battery which powers the 
tamper protection circuitry within the card reader when the device is not connected to an external 
power source, replaced. This must be done while the unit is powered in accordance with instructions 
that are available from Masabi Support.  Failure to replace this battery before its energy store is 
depleted will result in the unit erroneously entering a tampered state which can only be remedied at 
the factory.

The results of the above inspection shall be thoroughly documented, including evidence of the 
inspection having taken place, the date, time and location of the inspection as well as details of the 
person or people that completed it.   The result of all inspections shall be provided to Masabi in 
accordance with the project governance for the deployment or via the Agency’s Masabi account 
manager if the inspection is completed after initial deployment.

The Agency must inform Masabi of inspection failures which indicate potential tampering via 
support@masabi.com so that further instructions can be provided.  If a unit is suspected of being 
tampered with,  it will be returned to Masabi where steps will be undertaken to ensure the security of 
the cEMV card reader, e.g., by replacement or re-flashing of firmware and keys, before being returned 
to the Agency.  Depending on the age of the reader and nature of the inspection failure, this may or 
may not be covered under warranty.
Note: Where records are not provided, are incomplete, inaccurate or otherwise unsatisfactory, 
Masabi may, at the Agency’s expense, arrange for a team to visit to verify the inspections and/or 
replace the units.

5 Response on Discovering Tampered cEMV 
Hardware 
In order to minimise the potential exposure of Cardholder data it is important that instances of 
suspected tampering are dealt with quickly.  An outline for the process that may be followed upon 
discovery of suspected tampering with cEMV hardware is given below. The precise response will 
depend on the nature and severity of the issue.

Important: Where tampering is suspected, the cEMV hardware must be removed from service 
immediately and the incident reported to Masabi.

1. Remove the cEMV hardware from service and secure it.

2. If tampering is suspected but the person who has identified it is unsure, this should be passed 
to an appropriately trained and authorised Agency employee to verify. If uncertainty remains 
this should be escalated to the nominated responsible person within the Agency or one of 
their agreed deputies.

Note: If there is any doubt if the unit is tampered the device shall be handled as a manipulated unit.

3. Inform Masabi of the issue via support@masabi.com with as much information as possible, 
including photographs if available.
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Note: Masabi may request that the tampered cEMV hardware is made available for inspection 
depending on the nature of the suspected tampering.

4. If necessary upon discussion with Masabi, the Agency and Masabi shall inform local law 
enforcement.

5. If, as determined by Masabi and the Agency, the Cardholder data environment may be 
affected, the implicated payment schemes must be informed by the Agency and Masabi.

Important: If the incident has affected the Cardholder data environment, and has impacted the 
system components within this environment, the incident must immediately be reported, its severity 
and other essential information provided to the applicable payment brands. The following table shows 
links to the major payment brands and how to handle such incidents for each:

Payment Brand Information on Incident Handling and Reporting

VISA https://usa.visa.com/support/small-business/data-security.html

MasterCard https://www.mastercard.com/content/dam/public/mastercardcom/globalrisk/
pdf/ADC-Best-Practice-Manual.pdf

https://www.mastercard.us/content/dam/mccom/en-
us/documents/rules/SPME-Manual-February-2019.pdf

American Express https://www.americanexpress.com/us/merchant/fraud-prevention.html

Discover Card https://www.discoverglobalnetwork.com/solutions/pci-compliance/validation-
reporting-requirements/

6 Returning Faulty Devices 
Where a device is suspected of being faulty it will need to be returned to Masabi for repair.  This is 
completed through our Return Material Authorisation (RMA) process as detailed in our Warranty Plan.   
Where returned materials include cEMV capable equipment particular security precautions are 
necessary to ensure that the chain of trust is maintained throughout shipping and repair of the 
equipment.

While the Masabi Support team may make specific requests on a case-by-case basis as to how 
devices are to be prepared for return shipping, etc., the generalised steps to complete are as follows:

1. Once a faulty device has been identified, follow the steps in the Warranty Plan to contact 
Masabi and arrange for a return.

2. Package the device(s) securely in appropriately protective packaging, preferably the original 
packaging although other materials can be used where this is not available.

3. Secure all openings of the external box or carton with commercial-off-the-shelf tamper evident 
tape, i.e., packaging tape which can only be used once as removal causes the tape to be 
irreversibly and obviously altered, for example by displaying the word “VOID”.  Ensure that the 
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tape sourced works effectively, i.e., that when removed it is irreversibly and obviously altered 
before sealing the box(es).

4. With a suitable permanent marker, the individual responsible for packing and sealing the 
consignment will sign their name over the tamper evident tape, ensuring that the signature 
goes beyond both edges of the tape, i.e., the signature is on the tape and box wall either side 
of the join being made by the tape. This serves to make it more difficult for a third party to 
obtain the same commercial-off-the-shelf tamper evident tape and reseal the boxes without 
detection. Repeat for each piece of tamper evident tape used on the box.

5. Take a photograph of each signature and send it to Masabi Support quoting your RMA 
number.  This allows Masabi to compare the box, tape and signature on arrival to help ensure 
that it has not been altered in transit.

Masabi will return repaired units, or send replacement units, in boxes sealed with the same Masabi-
branded tamper evident tape that is used for the shipment of new units.

Note: If in doubt, please speak with the Masabi Support team or escalate to your Account Manager.

7 Personnel & Training 
Agency personnel that are permitted to access stored cEMV hardware, complete installation, 
commissioning, testing or maintenance of cEMV hardware or complete inspections must have 
undergone appropriate training and been explicitly authorised by the Agency. Records of training and 
authorisation, and removal of authorisation, etc., are to be accurately compiled and maintained by the 
Agency and made available to Masabi upon request.

Training requirements will be agreed between Masabi and the Agency during the project to deploy the 
cEMV capable hardware, but will generally consist of a ‘train-the-trainer’ approach.

Training for each member of Agency staff who have a responsibility for or involvement with cEMV 
hardware must be given training on the tasks they will undertake as well as the general requirements 
and importance of PCI DSS compliance,  the consequences of not following the requirements and 
how they should report anything to which is suspicious or indicative of tampering.

Note: The training must be refreshed every year.  All instances of training, refresher or otherwise, are 
to be recorded by the Agency.

Note: Where records are not provided, are incomplete, inaccurate or otherwise unsatisfactory, 
Masabi may, at the Agency’s expense, arrange for a team to visit to verify their accuracy.
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8 References
 

Description Link

Access IS ATR220 PCI PTS Security Policy https://listings.pcisecuritystandards.org/ptsdocs/4-
60226ES-110_ATR220_Security_Policy_V2.1-
1655217338.84646.pdf

XAC C150S PCI PTS Security Policy https://listings.pcisecuritystandards.org/ptsdocs/4-
10192B20_Security_Policy__xCE_C150S_A11_202
10826-1632507978.9745.pdf

XAC C150SE PCI PTS Security Policy https://listings.pcisecuritystandards.org/ptsdocs/4-
40326Security_policy_of_C150SE_A03_20220415-
1650661019.26705.pdf

Ingenico OPEN/1500 PCI PTS Security Policy https://listings.pcisecuritystandards.org/ptsdocs/4-
30523%20EDOCSECU-983877300-
332_V11_Open1500_and_Open2500_Security_Poli
cy-1722035194.71429.pdf


